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This article examines the regulation of age assurance for
children on social media in Indonesia following the enactment of
Government Regulation Number 17 of 2025 concerning the
Governance of electronic system for Child Protection. This study
compares regulatory models of age assurance across selected
jurisdictions and evaluates their compatibility with the best
interests of the child, particularly in relation to privacy,
proportionality, access to information and digital inclusion.
Using a doctrinal legal research approach, the study examines
primary legal materials and relevant secondary sources to
compare regulatory models and assess their implications for
children’s rights. This study reveals a variety of regulatory
approaches, such as the risk-based model used by the European
Union and the United Kingdom, more prescriptive measures
such as those in France, and a registration system using real
names used in China. Meanwhile, Indonesia adopts a risk-based
approach with age classification and proportional access
restrictions. However, the requlation does not establish specific
technical standards for age verification methods and remains
substantially dependent on self-requlation by electronic system
providers. This study recommends strengthening requlations
through the development of auditable verification standards,
compliance monitoring mechanisms, and digital literacy to
ensure the best interests of children in the digital environment.

I. Introduction

The use of social media by children has become increasingly widespread
amid the rapid development of information technology. This development
present both opportunities and risks. On the one hand, smartphones enable
children to connect with others regardless of time and geographical boundaries,
but on the other hand, greater access to social media also exposes children to
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various forms of online harms. Reflecting on this situation, Lizzie O'Shea notes
that digital technology binds humans to places where they interact with the
world and has psychological effects because social interaction and content
consumption increasingly occur online(O’Shea, 2019).

Various studies show these negative impacts. A study from the
Communication Studies Center at the University of Indonesia states that
excessive use of social media can increase the risk of online predatory crimes,
pornography, violence, cyberbullying, invasion of privacy, and identity theft
(Triastuti, Indra, et al.,, 2017). This vulnerability is associated with several
factors, including excessive disclosure of personal information and the fear of
missing out on the latest news (FOMO). Other research also states that the
increasing volume and frequency of social media use will lead to addiction or
dependence(Triastuti, A, et al., 2017). This can certainly affect children's social
lives and relationships with their families(Triastuti, Indra, et al., 2017).

One factor contributing to children's vulnerability in the online space is the
prevalence of websites with negative content. This is evidenced by the blocking
of 2,624,750 sites by the Indonesian Ministry of Communication and
Information from August 2018 to September 2021, including 1,536,346 from
websites and 1,088,404 from social media, most of which contained
pornographic content(Dewi, 2023). This number has the potential to continue to
increase as the number of websites grows exponentially. According to the
results of research by Murfiah Dewi Wulandari et al., children in elementary
school aged 10-11 years old have a low ability to narrate and report incidents of
sexual violence(Wulandari & al., 2020). This is not much different from what
happens in Canada, where 93% of 33,000 people in Canada indicated that they
did not report their children's experiences of sexual violence to the police. This
situation is concerning because only a small portion of these criminal acts are
detected and reported (Tufford & Lee, 2020). This situation has led to the
implementation of policies restricting children's access to social media.

From a human rights perspective, the right to information is a
fundamental right that must be fulfilled, protected, and respected by the state
and every individual. This right applies in principle to everyone, including
children(Rahayu, 2015). This provision is also regulated in international
conventions such as the Convention on the Rights of the Child (CRC),
specifically Articles 13 and 17, which affirm children’s rights to seek, receive
and impart information, and the state's responsibility to provide safe and useful
access to information for children. In the Indonesian Constitution, Article 28F of
the 1945 Constitution also emphasizes that everyone has the right to use all
functions and access to information, both electronic and non-electronic,
available in various forms such as images, sounds, videos, writings, and others
through available media or channels. However, the right to access information
is not absolute and may be subject to lawful restrictions that satisfy applicable
legality, legitimate-aim, necessity and proportionality requirements.

The principle of the best interests of the child in international instruments
such as the CRC places children as the primary consideration in all decisions,
whether made by the government, the private sector, or the community, with
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regard to their survival and development. This principle necessitates legal
protection that focuses on fulfilling children's rights, thereby preventing and
overcoming situations that are detrimental to them and lead to violations of
their rights (Fitriani, 2016). This principle forms the basis for child protection
regulations, influenced by their vulnerability to physical, verbal, psychological,
and sexual violence in the digital space(Achmad, 2020).

Several countries have strictly limited the use of social media for children,
including France (minimum age of 15)(Dw.com, 2024), China (minimum age of
14), Germany, and several states in the United States (minimum age of 18)
(Presianta, 2024), as well as Australia, which in November 2024 also established
regulations restricting the use of social media for children. Under these
regulations, social media companies or platforms such as Instagram, Facebook,
Meta, and TikTok must establish mechanisms to prevent children from
accessing social media. If these rules are violated, companies that fail to prevent
children under the age of 16 from having social media accounts will be fined up
to 49.5 million Australian dollars (approximately Rp511 billion)(Voa Indonesia,
2024). Meanwhile, in Germany, children under the age of 16 need parental
permission before they can access certain services in cyberspace(Supermana,
2025). Meanwhile, the United States requires technology companies to obtain
parental consent for children to access user data under the age of 13(Dw.com,
2024).

In Indonesia, awareness of the urgency of protecting children in the digital
space is also reflected in the latest national policy, namely Government
Regulation Number 17 of 2025 on the Implementation of Electronic Systems in
Child Protection (hereinafter Gov-Reg 17/2025) and regulated technically
through the Regulation of the Minister of Communication and Digital Number
9 of 2026 (hereinafter Min-Reg 9/2026). These regulations were introduced in
response to the increasingly complex threats faced by children in the virtual
world, ranging from exposure to pornography, online sexual exploitation,
online gambling, to content that encourages violence and intolerance. Gov-Reg
17/2025 explicitly regulates the age limit for children accessing social media
(Paat, 2025) , while also obligating Electronic System Providers to implement
age verification systems (Fajri, 2025).

In fact, social media platforms already have rules regarding the minimum
age for accessing their services. Usually, a warning and consent form will
appear before using their features or content. For example, the minimum age to
access Instagram, Twitter, and YouTube is 13 years old, while the minimum age
to have a TikTok account is 14 years old. However, in practice, there is no clear
verification from social media platforms to ensure whether users meet the
required age qualifications or not. This loophole is often exploited by children
to bypass the registration verification process (Pratiwi & Anna, 2021).

Several countries have attempted to address this verification problem
through regulation. For example, the UK's Online Safety Act requires digital
platform providers to implement age assurance to prevent children from
accessing harmful content, with strict supervision by Ofcom. Australia's Online
Safety Amendment (Social Media Minimum Age) Act 2024 explicitly prohibits
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children under the age of 16 from having social media accounts and requires
platforms to take reasonable steps to ensure compliance. The European Union,
through the Digital Services Act (DSA), promotes a risk-based approach by
encouraging the use of privacy-preserving technology in age verification, while
China and South Korea emphasize a digital identity system based on real-name
registration (real-name system).

Based on literature review, this diversity of regulatory practices shows that
there is no single universal model that is completely effective and free from
weaknesses (Jarvie & Renaud, 2024; Livingstone et al., 2024; Shaffique & Van
Der Hof, 2026). Some methods, such as official identity verification, do provide
legal certainty, but pose privacy and exclusion risks for certain groups.
Meanwhile, Al-based or age estimation methods are faster and more practical,
but prone to bias and technical errors (Anda et al., 2020; Ganel et al., 2022).
Therefore, the main debate in global literature and policy practice lies not only
in the technical effectiveness of age verification, but also in the balance between
child protection, respect for human rights, and the sustainability of the digital
ecosystem (Rocha, 2026).

However, existing studies on age verification have largely focused on
mapping the regulatory approaches adopted by different jurisdictions and
identifying the practical and legal challenges in implementing these models to
protect children (Jarvie & Renaud, 2024; Kohler-Dauner et al., 2025). While such
comparative analyses provide important insights into regulatory diversity, they
have yet to sufficiently address which regulatory model, or combination of
regulatory safeguards, can best reconciles the best interests of the child with
other fundamental rights and interests in the digital environment. Limited
attention has been given to developing a normative framework for assessing
age verification models not merely in terms of their effectiveness in identifying
or estimating a user's age, but also in terms of their proportionality and privacy
implications.

In this context, it is interesting to look at Gov-Reg 17/2025 and Min-Reg
9/2026, which formulates policies on age verification for children on social
media. This issue is significant because the issue of age verification is not only
related to the technical aspects of digital technology, but also concerns the
dimensions of child rights protection, privacy, and the state's obligation to
ensure optimal child growth and development. This study was conducted by
comparing Gov-Reg 17/2025 and Min-Reg 9/2026 with similar policies in
several other countries. From this study, various policy models will be obtained
from the practices of countries in regulating restrictions on children's rights in
accessing social media. The analysis focuses not only on the normativity of the
rules but also on the potential obstacles and barriers that may arise when this
policy is implemented.

This study goes beyond comparing regulatory practices across
jurisdictions by developing a rights-based comparative framework for
evaluating age verification models through the principle of the best interests of
the child. It argues that the appropriate regulatory model should not be
assessed solely by its level of age-assurance accuracy, but also by its ability to
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balance effective child protection with the protection of children's other
fundamental rights. On this basis, the study critically evaluates the regulatory
models identified across jurisdictions and draws lessons for Indonesia in
designing an age verification framework that is proportionate, privacy-
preserving and consistent with the best interests of the child.

II.  Fulfilling Children's Rights to Obtain Digital Information and the State's
Responsibility to Protect Children from Cybercrime on Social Media

With the development of information and communication technology,
digital devices become an integral part and a dependency in various sectors that
support life (Vandewater & Lee, 2009), so that the process of integrating
information technology into children's lives can be easier, especially for the use
of digital devices in accessing information systems such as mobile phones,
computers, and especially social media. According to the 2025 OECD report
entitled "How's Life for Children in the Digital Age?", around 70% of children
aged around 10 already have their own smartphones, although this figure varies
from country to country(OECD, 2025a). The OECD also reported that in 2021,
93% of 10-year-olds had internet access, compared to 85% a decade earlier. In
2022, 97% of 15-year-old students in OECD countries lived in homes with
internet access(OECD, 2025a).

The widespread use of digital technologies by children raises questions
concerning the extent to which regulatory intervention can protect children
without unduly restricting their digital rights, thereby directly exerting a
significant and unpredictable influence on their long-term development (Nagy &
Fazekas, 2018). This raises the question of the extent to which regulations can
limit and protect children so that they can safely access digital information
systems.

A. The Right of Children to a Digital Environment: A Global Overview

The fulfilment of children's rights in the digital sphere is outlined in
General Comment Number 25 of the Convention on the Rights of the Child
(CRC) of 2021, which emphasises the importance of a digital environment that
is in line with the principle of the best interests of the child. This principle is a
context-dependent and dynamic standard that must be assessed in the light of
the specific circumstances of each regulatory intervention. State Parties are
obliged to ensure that in every action related to the provision, regulation,
design, management, and use of the digital environment, the best interests of
the child are always the primary consideration.

The principle of the best interests of the child constitutes the central
normative framework of this study. Although age assurance is generally
designed to prevent children from accessing harmful or age-inappropriate
content, the protection of children cannot be understood solely in terms of
restricting access. Any regulatory intervention concerning children's
participation in the digital environment must also take into account the broader
range of rights and interests affected by the intervention. Accordingly, this
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study treats the best interests of the child not merely as the objective of age
assurance regulation, but as an analytical and evaluative standard for assessing
the legitimacy and proportionality of different regulatory models.

Fulfilling this right requires collaboration between the government, digital
service providers, and parents or guardians. Each actor has different but
interrelated responsibilities. The state, as the regulator, must formulate clear,
consistent policies and regulations based on international instruments.
Meanwhile, companies are responsible for ensuring the fulfillment of children's
rights while accessing their services, especially in data processing and
protecting children's privacy. This is important because the processing of
children's personal data for commercial purposes has the potential to result in
violations or abuse of children's rights.

Any potential violations of children's privacy rights must be mitigated by
companies based on ethical standards and international principles such as data
minimization, proportionality, specificity, and legitimacy. Meanwhile, parents
or guardians play a role as supervisors and primary companions in children's
use of digital technology, including ensuring that children's digital literacy
develops in a balanced manner(eSafety Commissioner, 2023). The collaboration
between these three actors will determine the extent to which the digital
environment can truly realize the best interests of children.

Thus, while collaboration between the state, companies, and parents is an
important prerequisite for ensuring children's rights in the digital space, real
challenges arise from the nature of digitalization itself, which presents new and
increasingly complex risks. The transformation of deviant behavior, which was
previously limited to physical spaces, has now migrated and escalated to the
online realm, requiring more adaptive and comprehensive protection strategies.
The increasing pace of digitalization has actually led to an increase in the
severity of harmful conduct, especially among children (Mitchell et al., 2007).

Based on the perspective of child development theory, individuals under
the age of 18 are still in the phase of cognitive, emotional, and social growth. At
this stage, their ability to make decisions, regulate emotions, engage in social
reasoning, and form their identity is still undergoing active development. This
means that children's capacity to assess risks and understand long-term
consequences is not yet fully mature, including in the context of digital space
usage (Christakis & Hale, 2025). The psychological and mental condition of
children, who are still in this stage of development, becomes even more
complex when faced with technological advances.

There are variations of sexual violence that were originally conventional
(physical) in nature but have evolved with various modifications through
digital means, such as cyber grooming, sextortion, deepfake pornography, and
non-consensual pornography or revenge porn. This complexity is exacerbated
by the nature of the virtual world, which allows perpetrators to remain
anonymous (not easily identifiable), enables harmful content or actions to
spread quickly (amplification), and makes it difficult to remove traces. As a
result, online sexual violence can have a greater impact, as perpetrators take
advantage of the ease of technology to harass others (Jamaludin, 2024).
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Therefore, internationally, countries have committed to limiting the
minimum age for children to access social media. They have a common
standard in setting the minimum age for children at 13 years old, as in the
Children's Online Privacy Protection Act (COPPA) and the General Data
Protection Regulation (GDPR) of the European Union(Brennan & Phippen,
2021). The age of 13 is considered to be the age at which children are capable of
thinking, acting, and processing information obtained through social media,
although in various regions and socio-cultural conditions, there are variations
in the developmental age of children. This minimum age limit may change to
keep pace with progress in the modern era, based on the argument that the
internet experience has developed significantly compared to the 1990s(Canales,
2025).

B. Children and Social Media: A Reality and Regulation in Indonesia

The reality of internet penetration, especially social media, among
children in Indonesia shows high numbers. More than 80% of individuals aged
5-24 years in Indonesia have accessed the internet, with 67.65% of them using
social media, making it one of the main digital activities after entertainment
(BPS, 2024) . Likewise, children have faced various dangerous risks in the
digital space. UNICEF data from 2023 shows that 45% of 2,777 children have
experienced online bullying, while 32.1% of 510 children have shared personal
information with strangers, and 24% have met in person with individuals they
met online (U-Report Indonesia, 2019; UNICEF Indonesia, 2023) . Additionally,
more than 5.5 million cases of child pornography have been detected in the last
four years, making Indonesia the fourth country with the highest number of
cases globally (KPI, 2024) . Easy access and minimal parental/guardian
supervision are the biggest factors for children accessing social media.
Therefore, children's vulnerability to dangerous risks in the digital space
deserves special attention from the government (Sitompul et al., 2025).

A report from Neurosensum in 2021, an independent artificial intelligence
(Al)-based research company, revealed that 87% of children in Indonesia have
interacted with social media before the age of 13. Interestingly, these children
come from low-income families, and 92% of them have been familiar with
social media from an early age (Firdausya, 2021). Furthermore, of the 92% of
children from low-income families, 54% have used social media before the age
of 6 (Jamaludin, 2024). This report not only highlights the inadequate
supervision of digital spaces, particularly social media, for children, but also
identifies economic factors that influence digital education for both parents and
children.

The urgency of formulating policies oriented towards the best interests of
children is crucial in order to provide comprehensive protection. The absence
of strong regulations has the potential to increase the risk of exposure to
dangers in the digital space for children, especially given the limitations of the
self-regulatory mechanisms implemented by Electronic System Providers
(ESPs). In this context, the Ministry of Communication and Digital Affairs
occupies a strategic position to ensure that children benefit from technology in
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line with their developmental stages. Based on this urgency and analysis of the
impact of social media on children, the Indonesian government enacted
Government Regulation Number 17 of 2025 concerning the Governance of
Electronic System Providers in Child Protection.

In general, there are four main focuses of Gov-Reg 17/2025, including: (i)
cross-stakeholder collaboration, which includes the obligations of the
government, ESPs, and the community (parents/guardians); (ii) age
classification/determination, risk classification, and age verification
implementation; (iii) law enforcement, ranging from supervision, follow-up on
reports or complaints to the imposition of sanctions, and (iv) efforts to improve
digital literacy, as preventive measures to prevent child abuse in the digital
space.

Gov-Reg 17/2025 not only functions as a derivative regulation of the
Electronic Information and Transaction Law (ITE Law), but is also drafted by
adopting good practices from various jurisdictions. One of the main references
is the Age-Appropriate Design Code (AADC) in the United Kingdom, which
has its normative roots in the European Union's General Data Protection
Regulation (GDPR). Thus, Gov-Reg 17/2025 can be seen as a legal instrument
that combines national and international protection standards.

To assess the suitability of Gov-Reg 17/2025 in limiting and protecting
children's rights in the digital space, a comparative approach is needed. This
approach aims to identify best practices from other countries that have already
regulated similar issues, while assessing the strengths and weaknesses of Gov-
Reg 17/2025. The European Union with its GDPR, particularly the AADC
provisions, is the main reference in the development of Gov-Reg 17/2025
norms. The GDPR regulates children's rights in the digital space through
Article 8. This article stipulates that the processing of children's personal data is
only permitted for children aged 16 years and above, with the possibility of
lowering the minimum age limit to 13 years. However, this regulation is still
general in nature and only refers to the term "information society services"
without further elaboration on age categories or digital service specifications.

Unlike the GDPR, Gov-Reg 17/2025 provides more detailed regulations
regarding child protection. Article 20 paragraph (4) of Gov-Reg 17/2025
divides children into five age categories, all of which still require parental
consent. The age categories are based on developmental stages, namely: 3-5
years; 6-9 years; 10-12 years; 13-15 years; and 16-18 years. The provisions are
as follows:

a. children under 13 years of age can only use social media through accounts
on products, services, and features that are "specifically designed" for
children with low risk profiles.

b. children aged 13-16 (category d) may have accounts on products, services,
and features with a low risk profile.

c. children aged 16-18 (category e) are allowed to have accounts on all digital
products, services, and features.

The comparative analysis shows that Gov-Reg 17/2025 provides greater
specificity in certain areas, particularly regarding age categorization and
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children's access to particular digital products, services, and features. In
addition, the age grouping in Gov-Reg 17/2025 allows for more contextual
application of regulations, adjusting to the stages of child development.
However, it should be noted that there are substantial similarities between the
two legal instruments. Both Article 8 paragraph (1) of the GDPR and Article 21
paragraph (1) letter b of Gov-Reg 17/2025 stipulate that children who are 13
years of age or older are allowed to have digital accounts without the
requirement for a special design for the products or services used.

Overall, Gov-Reg 17/2025 provides more detailed age categorization and
service-specific access rules than the GDPR in the areas examined above. This
regulation not only adopts international practices but also develops them
through an age-based approach and digital service risk profiles, thereby
providing more measurable protection that is tailored to children's needs.

III. Child Verification Assurance as an Effort to Promote the Best Interests
of Children

Age assurance for children accessing social media is a necessity when
faced with the reality that online life has become the main space for children's
interactions. Some children are even exposed to services that are strictly
prohibited, such as gambling, pornography sites, and dating platforms
(Gambling Commission, 2024; Thurman & Obster, 2021). This situation shows
that the digital space not only expands opportunities for children to learn and
interact, but also presents risks that can harm their best interests. Therefore, the
need to formulate age assurance mechanisms is crucial. The following
discussion focuses on the basic principles of age assurance, globally developed
age verification models and methods, and regulatory practices in various
countries and their implications for policy design in Indonesia.

A. Basic Principles of Age Assurance for Children

Age assurance essentially refers to a process used to determine whether a
person falls into the category of a child (a specific age group) and to ensure that
they receive online services that are appropriate for their developmental needs
(OECD, 2025b). This system is not only applied to social media, but also to
platforms that provide content or services with certain age restrictions, such as
digital banking, movie streaming services, video sharing platforms, and
shopping sites that sell adult-only products. The implementation of age
assurance begins with the setting of age limits based on a specific age range for
which legal protection applies in a jurisdiction. The system then estimates the
user's age through a verification process to estimate or verify the user’s age,
which affects content and service adjustments and even blocks access for users
who do not meet the age requirements(5Rights Foundation, 2021).

The implementation of age assurance involves the government as the
regulator, social media platforms as service providers, and children and parents
as supervisors. The government sets the age range of children as the minimum
limit, including the obligations and standards that must be met by platforms.
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Platforms are responsible for risk management, from determining appropriate
services, processing and protecting data, to escalating actions in the event of
violations.

Regulation

Statutory Oversight and
code .+ accountability

A child

Age
assurance  common
approaches  standards

Digital
services

Figurel : Stakeholder Relationships in Child Protection in Digital Services
(Source:eSafety Commissioner, 2024)

Service providers occupy a strategic position because they interact directly
with children through risk assessment mechanisms. In the Child Rights Impact
Assessment study by the UK Digital Futures Commission, risk assessment is
carried out through know your customer, impact/risk mapping, complaint
services, and real-time monitoring (Mukherjee et al., 2021).

Various age assurance methods have indeed been developed, such as
official identity verification (ID card, passport), third-party data checks,
biometrics, and Al-based technology that estimates age through photos, voice, or
user movement patterns. However, the most basic and still frequently used
technology is self-declaration, which involves entering the date, month, and year
of birth when registering an account. Although there are several variations, the
discourse on which method is most appropriate always revolves around two
choices: verifying a child's age through self-declaration, which is simple but easy
to falsify, or the vulnerability of misuse of children's personal data when more
advanced verification methods are used, such as ID cards, biometrics, and Al
profiling. Both have their own advantages and risks.

The first option, self-declaration, is the simplest and easiest method,
requiring only the entry of a date of birth or the checking of a box asking
whether the user meets the minimum age requirement. On social media
platforms, self-declaration-based verification has several fundamental
weaknesses, such as age falsification and assistance from third parties like
relatives, friends, or family members to enter their age. As a result, children can
still access social media services without strict supervision (Smirnova et al., 2021;
Stemler et al., 2021).

In fact, social media platforms such as Instagram, Facebook, and YouTube
have set a minimum age of 13 to access their platforms. However, they do not
have a verified mechanism to ensure that children cannot access or create
accounts (Meurens, 2022). A study by Tomasz Huk shows that 71.97% of 157
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children aged 10 to 12 in Poland admitted to having a Facebook account created
by manipulating their identity to attract other users, even though they were
aware of the age restrictions they were violating (Huk, 2016). Children may not
understand the impact of pretending to be older on their user experience or their
digital identity/footprint. This shows that age restrictions through self-
declaration methods are still not effective enough in preventing children from
accessing social media (Meurens, 2022).

The issue of children's data in the first option is not a major concern, as the
data collected is only information that is sometimes not clearly verified and no
documents are collected. Therefore, this option has a relatively low data
protection risk with a low level of certainty in verifying children's ages, as it
relies on the honesty of children in reporting their ages (OFCOM UK, 2020).

The second option focuses on advanced verification that requires the
collection of children's personal data, such as ID card verification, biometrics,
and Al profiling. For the verification of children's identity documents, they are
usually required to upload official identity documents, such as identity cards or
passports, which can then be verified against official population databases. At
this point, it seems to offer a high level of assurance, but it actually has complex
problems, namely (i) the issue of children's personal data being collected in
increasing amounts to determine the age of users, which requires higher
standards of security, retention, storage, and data accountability; (ii) the issue of
document fraud, by uploading someone else's ID card or a fake document; and
(iii) the issue of fairness, where not all children have access to official
documents, for example, due to immigration status and statelessness (5Rights
Foundation, 2021; ICO UK, 2021). This method is actually most commonly used
for age verification on platforms that offer services to users over the age of 18,
which emphasize proving that the user is an adult, such as banking, dating apps,
and video and music streaming sites.

Biometric methods such as height, gait, voice, facial features, and
fingerprints can also serve as alternatives, though they similarly raise concerns
about the protection of children's personal data. Generally, analysis of biometric
data can estimate age without recognizing or identifying the individual. Facial
analysis compares the user's facial features with a large data set that has been
used to train the technology through machine learning (ICO UK, 2021). In
addition to the issue of protecting children's personal data, the use of biometric
data must also be accompanied by security standards, purpose limitations, and
accountability.

Other verification methods, such as Al profiling, are actually far more
complex because they require a set of processed data to analyze and draw
conclusions about users, or to predict and determine aspects of user behavior.
This data is collected from everything users do when connected to a particular
website or application. For example, how long they spend on a web page, the
time they access services and their interests, location, and friends. This method
poses risks in the processing of children's data, ranging from potential
inaccuracies if the data quality is poor and data collection exceeds what is
needed (ICO UK, 2021).
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There are many other methods that continue to evolve, such as cross-
account authentication, third-party age assurance providers! (companies that
provide age assurance services on a business-to-business basis), and account
holder confirmation (control or approval by an adult, such as a parent or
guardian). All of these alternative methods have one thing in common: the high
vulnerability of children's personal data used in age verification. This
vulnerability has led to real-world consequences, as seen in several cases of child
data protection breaches in the UK.

In March 2025, the UK Information Commissioner's Office (ICO)
investigated TikTok, Reddit, and Imgur for processing data on children aged 13-
17, which allegedly caused harm to children, such as data leaks and increased
screen time beyond standard limits. TikTok itself has an algorithm generated
from user activity while using the application. Previously, TikTok had been
fined £12.7 million by the ICO for violating child data protection laws. The ICO
estimates that TikTok allowed up to 1.4 million children under the age of 13 in
the UK to use its platform in 2020, even though its own regulations do not allow
children of that age to create accounts (ICO UK, 2023). Meanwhile, Reddit and
Imgur were investigated for implementing age verification technology that
allowed children under 13 to have accounts (Gerken, 2025). However, according
to the international GDPR standards, the processing and collection of personal
data must have an explicit and legitimate purpose, and the data must not be
further processed in a manner incompatible with that purpose (Article 5(1)(b),
GDPR).

To make the comparison more analytical, the age-assurance methods are
assessed according to several common criteria: accuracy, privacy risk,
proportionality and inclusiveness. These criteria are derived from the competing
considerations identified in the literature and are used to assess the relative
strengths and weaknesses of each mechanism. The following table outlines
various age assurance methods and their relevance to children's social media.

! Yoti (a third party that works with the platform). Advantages: Fast (seconds). No official ID
required. Disadvantages: Potential algorithm bias (low accuracy for certain age groups or
ethnicities). Privacy issues related to biometric data.
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Table 1. Comparison of Age Assurance Methods and Their Relevance to Children's
Social Media

Pri Advantages Disadvantag
rivac
Method How It Works Accuracy sk y Proportionality  for es/Risks for
ris
Children Children
Users fill in Low (canbe Low (no High
their own manipulate  valid data (relatively
date, month, d by the was limited Easy to Very easy to
and year of user) collected) interference understand, forge and
Self birth when with children's fast, does ineffective in
elr- . . . . .
declaration reglsjcerlng, or other rights). not r'eflulre pr(')tectmg
provide sensitive children
confirmation personal from adult
checks that data. content.
they are above
a certain age.
High
Upload or High privacy
scan official accuracy risk if data
identity due to is leaked
ID s
documents specific and
Verification and verif data requires
(ID Card y T g
e them based on difficult to strong
Verification)
government forge, and data
population safer for security
data children. infrastruct
ure.
Low- Medium Low-Medium .
. . Effective
Parents Medium (require (may be Iv if
only i
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. . i . parents
consent or on the information  higher-risk parents full .
. 11 . actively
Parental manage their reliability about both services, but control and .
. . o . monitor and
Consent /  child's account of the the child requiring increases lead t
may lead to
Parental through an mechanism  and parental supervision -y
rivac
Control app or used to parent/gua  consent of p i };
conflicts
parental authenticat  rdian) universally children's bet
etween
control e and verify may be activities. .
. children and
feature. the parent excessive) ;
arents.
and child) p
Al-based The system Medium High Medium No official Potential
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Estimation user's age heavily on extensive less intrusive required, bias,
using through facial ~ behavioural behavioural than ID fast potential
biometric analysis, voice  inference, or biometric  verification, process, inaccuracies
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data or Al analysis, or the result inference, but extensive and can be in age
Profiling online can become  creating profiling may  done estimation,
behavior even more profiling interfere with ~ automatical and privacy
analysis. uncertain) and privacy and ly. issues related
information  autonomy) to biometric
al- data.
autonomy
risks)
Medium- Medium- Medium-High
High High reduce
& & ( . Reduces the
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. . risk of data Privacy risks
uses third on the disclosure platforms, but . . .
. . . misuse by remain with
Third- parties to underlying  to creates . .
. e . the main the third
party Age  verify user age verification  platforms additional
R ] platform, party and
Verificatio ~ without the technology  but data- .
] . ) . and require trust
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party processing)
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Source: From various sources processed by the author
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Based on research by the 5Rights Foundation, which tested each age
assurance method against standards such as privacy, data proportionality,
ease of use, experience enhancement, security, redress options, accessibility
and inclusivity, transparency/accountability, and levels of friction. The
5Rights Foundation's assessment indicates that third-party age assurance
providers performed relatively well across several standards, while Al
profiling raised greater concerns regarding privacy, transparency, and
accountability.

Regardless of the various age assurance method options, the important
point is that these methods are not seen as the end goal, but rather the first
step in anticipating the presence of children in the digital world. Although
the approach will vary, there are several general standards that must be
applied by both the government and platforms. For example, the application
of privacy law through data minimization and restrictions on specific
purposes necessary to determine the age of users. In particular, companies
should not use age assurance as an excuse for aggressive data collection
practices or as a reason to avoid implementing children's rights(5Rights
Foundation, 2021).

Age assurance must be carried out in proportion to the risks and with
clear objectives. In addition, its implementation must be easy for children to
use, which means that children must understand what steps to take.
Furthermore, social media platforms must have a system with a high level
of security that is transparent, accountable, and subject to agreed standards
(5Rights Foundation, 2021). The age assurance system must adhere to the
principle of data minimization to reduce the risks associated with data
collection. Data should only be used for its intended purpose. Every user
must be provided with information about how their data may be used,
stored, or collected, as well as information about how to protect their
privacy. There must be adequate oversight of the system to ensure reliability
and to remedy data or privacy breaches (eSafety Commissioner, 2023).

Despite its important role in protecting children from online risks, age
assurance may also create competing risks to children's other rights,
particularly privacy and personal data protection (Livingstone et al., 2024).
This tension is particularly evident in identity verification, biometric
verification, facial age estimation, and Al-based profiling. While stronger
verification mechanisms may provide greater certainty in determining a
user's age, they may also require greater collection or processing of
children's personal or biometric data (Ganel et al., 2022). Therefore, a higher
level of age-assurance certainty does not necessarily mean that a regulatory
model better serves the best interests of the child.
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From the perspective of the best interests of the child, age verification
should therefore satisfy the principles of necessity, proportionality, and data
minimization. The information collected should be limited to what is
necessary to establish whether a user meets the relevant age threshold, and
more intrusive methods should only be required where they are justified by
the level of risk involved. This approach also recognizes children's
informational autonomy, meaning that children should not be treated solely
as objects of protection whose personal information can be extensively
collected in the name of safety.

B. Age Assurance Regulation Models on Social Media for Children in
Various Countries and Their Implications for Policy Design in
Indonesia

Seeing the various methods that have developed in age assurance, various
countries have responded through their national regulations. The selection of
jurisdictions for this comparative analysis is based on two principal
considerations: (i) the prior establishment of a normative regulatory framework
for age assurance or children's online protection and (ii) the diversity of
regulatory models represented by those frameworks.

The jurisdictions examined in this study were selected because their
regulatory responses to children's access to digital services had been established
or substantially developed before Indonesia introduced its current regulatory
framework. Their experiences therefore provide relevant regulatory precedents
against which Indonesia's emerging framework can be assessed. The selection of
these jurisdictions is therefore not intended to suggest that they constitute an
exhaustive representation of global age-assurance regulation. Rather, they were
purposively selected to capture different regulatory archetypes and degrees of
regulatory intervention, ranging from risk-based and flexible approaches to
prescriptive, parental-consent, minimum-age prohibition, identity-based, and
platform-dependent models.

The objective is therefore not to determine which jurisdiction has the most
effective model in absolute terms, but to identify the regulatory design
principles and safeguards necessary for an age-assurance framework that is
consistent with the best interests of the child, and to draw regulatory lessons for
Indonesia. To summarize the comparative framework and the diversity of
regulatory models identified, the following table presents the selected
jurisdictions according to the common parameters outlined above.
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Table 2. Age assurance regulatory models for social media for children

Legal
. . Age assurance methods or .
Country instruments/poli ) Analysis
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but it may raise privacy concerns
and access barriers, especially
when digital infrastructure or
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Based on the table, several countries need to be highlighted because they
have specific regulations on social media and can serve as examples for the
development of age assurance regulations. For example, countries that are
members of the EU already have concerns about restricting children's access to
social media, including the issue of personal data protection. The EU, as a
regional organization, has the power to bind its member states. The EU itself has
a Digital Services Act (DSA) that must be complied with by all digital platforms.
The EU even determines the classification of "very large online platforms"
(VLOPs), which are services that reach more than 10% of the EU population, or
around 45 million people. to meet additional obligations, such as content
moderation, stronger protection for minors through the development of age
verification tools, and increased transparency and accountability(European
Commission, 2023).

The EU is currently developing the Digital Identity Regulation (DIA),
which introduces the EU Digital Identity Wallet, a technology that allows every
EU citizen to securely store, manage, and use their identity and personal
documents in digital form. It functions as identity authentication and ensures
interoperability across all EU member states. This is a solution to the issue of
personal data protection when faced with age assurance methods. This is
because the EU Digital Identity Wallet will authenticate identities and share
information such as age without revealing other personal details(eSafety
Commissioner, 2024), thereby reducing the risk of personal data leaks and
enhancing privacy protection. This mechanism is still undergoing large-scale
trials involving 360 public and private entities in 26 other member states(eSafety
Commissioner, 2024).

The initiation of the EU Digital Identity Wallet development not only
introduces a technical instrument for age verification but also prioritizes privacy
concerns. By providing age verification options without revealing other personal
data, the European Union is trying to strengthen protection measures while
upholding the principle of data minimization mandated by the GDPR. This
shows that the European Union is building a comprehensive regulatory model:
flexible, risk-based, and innovative, providing a more structured basis for child
protection in the digital space without hindering the development of technology
and the digital market.

Unlike the EU, the UK, through Ofcom (Office of Communications),
already has Ofcom Guidance that regulates technical guidelines on age
assurance for children(Ofcom UK, 2024a). This guidance further regulates the
assessment of services that can be accessed by children, risk assessment to
identify the risks posed by services to children, strict age verification, and the
determination of algorithms that filter harmful content from children's
timelines(Ofcom UK, 2024b) . The UK government itself already has the Online
Safety Act 2023, which requires platforms, including social media, to strictly
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implement age assurance when there is primary priority content (PPC), namely
if it contains pornography and content that promotes suicide, self-harm, or
eating disorders.

In its guidelines, Ofcom still gives platforms flexibility in determining
proportional methods according to their services. Whether the service falls
under Service Part 3, user-to-user platforms or search services such as social
media, forums, search engines, or falls under Service Part 5, platforms that
publish pornographic content themselves. Ofcom recommends a '"high-
assurance" approach for platforms with Service Part 5, such as facial age
estimation, open banking, photo-identification (photo-ID) matching, mobile
network operator (MNO) age checks, credit card checks, digital identity services,
and email-based age estimation(Ofcom UK, 2025) . Meanwhile, platforms with
Service Part 3 are required to conduct a Children's Access Assessment. These
high assurance recommendations actually carry a high risk, especially for
children's personal data. Therefore, to ensure that the age assurance process is
effective, platforms must ensure that the process meets the following four
criteria: technical accuracy, robustness, reliability, and fairness.

While the UK's approach through Ofcom emphasizes risk-based flexibility
and technical reliability in the age assurance process, France, through the French
Audiovisual and Digital Communication Regulatory Authority (Arcom), has
taken a more prescriptive path by issuing Law No. 2023-566, colloquially known
as the 'Digital Majority Law'. This regulation not only regulates age verification,
but also explicitly requires parental consent for children under 15 to have social
media accounts, thereby reinforcing a family authorization-based model of child
protection. This means that "Double Consent" is required, namely an agreement
between a legally recognized guardian and the child regarding the use of
personal data, primarily for marketing, advertising, and creating account
profiles on social networks and gaming platforms (Sitompul et al., 2025). Social
media platforms are also required to verify the age of new registrants and verify
parental consent for registrants under the age of 15. If not, the platform must
reject registrants under the age of 15 (Legifrance, 2025). In addition, France has
enacted a new law on Secure and Regulate Digital Space (SREN) as a national
framework for the implementation of the EU DSA (Froge, 2024). The regulation
authorizes Arcom to request the blocking or removal of online public
communication services and video-sharing platform services that disseminate
pornographic content.

On the other hand, Australia, a country that has specific regulations on
Social Media Law in 2024, is currently developing guidance by the Australian
eSafety Commissioner, 2025. As a rule developed from Australia's Online Safety
Act, this new regulation explicitly prohibits social media platforms from
restricting the creation of accounts for Australian children under the age of 16
and gives platforms the authority to take reasonable steps to prevent this.
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Currently, the regulation is still in a transition period until it comes into effect in
December 2025(Australian Government, 2024).

Several specific provisions of the Social Media Law regulate penalties for
social media platforms that do not comply, with fines of AUD $49.5 million and
a prohibition on using or disclosing any personal information collected during
the use of platform services for purposes outside the provisions of(Corrs
Chamber Westgarth, 2025). Platforms must also implement some form of age
assurance to identify whether an account holder is under the age of 16, as a form
of "taking reasonable steps." Regarding the age assurance method, Australia has
not yet decided specifically which method to choose. However, the development
tends towards age estimation technology using Al, because the self-declaration
method is considered ineffective(Julie Inman Grant, 2025).

Meanwhile, several US states also have specific regulations on social
media that impose restrictions on children of varying ages. Utah, Texas, and
Arkansas restrict social media to users over the age of 18, unless they have
parental consent. Florida prohibits social media accounts for those under the age
of 14 and requires parental consent for those aged 15-16. Similarly, there are
various age verification methods, such as self-declaration in Colorado and
Texas, government ID in Louisiana, commercially reasonable efforts in Georgia,
New York, and Tennessee, and no specific regulations in Florida and
Utah(OECD, 2025b) .

The same approach is also taken by Asian countries, such as China, South
Korea, and Japan. China itself can even be an example where age assurance
regulations, including supervision, are quite strict. This is in line with
government control over people's social lives, including online activities. The
anonymity that is the basis of social media is being eroded, because China
implements real-name registration (official identity documents), which is
considered an effective legal instrument to strengthen state control in the digital
space. Service providers are required to verify the identity of users through
national identity cards or other official documents. This mechanism is carried
out through the National Network Identity Authentication, which implements
NFC ID and facial recognition. Children under the age of 14 must apply through
their parents, while those between the ages of 14 and 18 remain under the
supervision of a guardian. All social media/online activities are monitored by
government authorities through the Cyberspace Administration of China
(CACQ)(Sitompul et al., 2025). Although this mechanism has been criticized for
restricting freedom of expression and posing a major risk to personal data
protection(].-A. Lee & Liu, 2016), the Chinese government remains convinced
that this mechanism can be a solution to restrict children's access to social media.

In line with the Chinese government, South Korea also has a complex age
assurance mechanism, which has undergone a long journey since 2004. Starting
from the Resident Registration Numbers (RRN) mechanism to verification based
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on the Internet Real Name System. South Korea conducts tiered verification
according to risk levels, namely through identity verification for access above 19
years of age and by telephone for ages above 15 years. Through the Act on
Promotion of Information and Communication Network Utilization and
Information Protection (ICN Act), which was replaced by the Personal
Information Protection Act (PIPA) of 2011, the Korea Communications
Commission (KCC) designated three mobile operators as identity verification
agencies. This designation allows phone numbers to be used as an alternative
authentication method. In 2017, the KCC also added seven credit card
companies as identity verification agencies, allowing credit card numbers and
mobile transactions to be included as alternative identification methods. The
issue of child data protection is addressed through PIPA 2011, whereby data of
children under 14 years of age may only be processed with parental consent, and
they have the right to request correction or deletion of data(S. (Helen) Lee & Lee,
2025) . Unlike China and South Korea, Japan does not yet have specific
regulations governing age assurance. The methods and criteria for determining
age are left to individual platforms, resulting in no standardized approach.

After reviewing several regulations related to age assurance methods in
several countries, the question then arises as to what the age assurance
provisions are in Indonesia, particularly those related to children's access to
social media. There are at least three (3) related regulations, including;:
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Table 3. Regulations Related to Child Protection in Digital Services (Social Media)

Regulation

Focus

Description

Law Number 1 of
2024 concerning
the Second
Amendment to
Law Number I1 of
2008 concerning
Electronic
Information and
Transactions
(Amendment to the
ITE Law),

These regulations form the basis for child
protection that must be implemented by
Electronic System Providers (ESPs) when
using digital products, services, and
features. In general, ESPs are required to
provide information regarding the
minimum age limit for children who can
use their products or services;
mechanisms for verifying child users;
and mechanisms for reporting misuse of
products, services, and features that

As a basic rule, this
amendment to the
ITE Law does not
explicitly explain
specific methods for
verifying child users,
but only imposes an
obligation on ESOs.

specifically Articles  violate or have the potential to violate
16A and 16B. children's rights.
This provision is
important as a basis
hen ESP
specifically classifies children's data as when } > Processes
o ] data during age
specific data, so that the processing of verification
Law Number 27 of  children's personal data is also carried '
Although there are

2022 concerning
Personal Data

out in a specific manner. The mechanism
must obtain the consent of the child's

specific methods
such as parental

Protection (PDP parents and/or guardians (parental
. . consent, there are no
Law) consent), because children are still o
. derivative
vulnerable to the dangers of social lati
regulations
media(Bernike* & Andersen, 2023) . & o
explaining the
technical aspects of
these methods.
lat ber of isi in th
regula .es a num er o pI‘OYISlOnS in . e Technically, this PP
Government protection of children, mainly regarding )
. e . does not specify a
Regulation age verification mechanisms (platforms i
. . . particular method,
Number 17 of 2025  are required to implement a proportional

concerning the
Governance of
Electronic System
Implementation in
Child Protection
(Gov-Reg 17/2025),

and risk-based age verification system)
and parental controls (providing
effective parental control features). In age
verification, platforms must adjust to the
risks to children's rights that may arise
from the operation of products, services,
and features.

but provides
guidelines in the
form of risk levels
and age
classifications or
categories for
children.

Source: From various sources processed by the author
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Additionally, the Gov-Reg 17/2025 Regulation includes several specific
restrictions, such as:

a.  prohibiting the profiling of children by any means or method, such as for
the purpose of offering products or services or for other purposes;

b. limiting data processing solely for the purpose of verifying a child's age
and not for other purposes;

c.  deleting data used for verification after the child's age has been verified.

Referring to these regulations, Indonesia itself can be categorized as a
country that does not specifically regulate the methods that ESPs must use. The
government only provides general guidelines and risk-based classifications for
each ESPs. This is evidenced in the academic study of Gov-Reg 17/2025, which
states that the responsibility for verification can be delegated to ESPs, as is
widely practiced in other countries. The consideration is that ESPs are deemed to
have the capacity to comply with regulations related to age verification.
Meanwhile, the role of the government in this matter, specifically the Ministry of
Communication and Digital Affairs, is to conduct supervision, ranging from
monitoring, receiving reports or complaints, to taking action on reports or
complaints, as well as implementing controls based on the results of inspections.

C. Critical Analysis for Indonesia

Gov-Reg 17/2025 is the first regulation in Indonesia that specifically
provides a legal framework for child protection in the digital and social
media. The presence of this regulation can be seen as a significant normative
leap, considering that previously, child protection in cyberspace was only
partially regulated through the PDP Law, that focuses on providing the
general legal framework governing the processing of personal data (in
general).

The processing of personal data for age assurance must have an
appropriate legal basis. Article 20 of the PDP Law requires a Personal Data
Controller to have a lawful basis for processing, including valid consent or
other legally recognized grounds. This is particularly relevant where age
assurance involves identity documents, facial images, biometric
information, or other information capable of identifying or profiling a child.

The principles governing processing under the PDP Law are also
directly relevant to the design of age-assurance systems. In particular, age
assurance should be subject to purpose limitation and data minimization, so
that information collected to establish whether a user satisfies a particular
age threshold is not subsequently used for unrelated purposes. The system
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should also limit the retention of verification information and provide for
deletion or destruction when the applicable retention period has expired or
when there is no longer a lawful basis for retaining the information.

Caution is required where age assurance involves biometric data. The
PDP Law classifies biometric data as specific Personal Data, thereby
subjecting it to heightened legal protection. Consequently, the use of facial
recognition or other biometric technologies for age verification should not
be regarded as automatically justified merely because it may provide greater
certainty regarding a user's age.

One notable feature of Gov-Reg 17/2025 is the introduction of a risk-
based approach, which divides children into three age groups (under 13
years old, 13-15 years old, and 16-17 years old), accompanied by access
restriction mechanisms that are proportional to the level of maturity of the
child. This approach reflects an attempt to incorporate the principle of the
best interests of the child into the regulatory framework of the best interests
of the child as mandated by the Convention on the Rights of the Child
(CRC) and General Comment No. 25 on children's rights in the digital
world. Several countries have done the same thing by classifying children's
ages into several groups. The basic argument is that each stage of a child's
growth and development has different cognitive, emotional, and social
characteristics, so their capacity to understand risks, make decisions, and
access digital information cannot be generalized. Age-specific regulation
may allow regulators to differentiate obligations according to children's
developmental stages, although such differentiation must remain
proportionate and consistent with other children's rights. In addition to
providing legal certainty, this age classification also allows for
differentiation of responsibilities for both parents and Electronic System
Providers in providing safe, appropriate, and developmentally appropriate
digital access. Gov-Reg 17/2025 also emphasizes the obligation of both
public and private Electronic System Providers to implement age
verification and parental control mechanisms. The presence of this feature is
in line with practices in various jurisdictions, such as the Children's Access
Assessment in the UK's Online Safety Act and the double parental consent
requirement in France.

However, it should be critically noted that Gov-Reg 17/2025 does not
actually specify the verification methods or technical standards that must be
used by ESPs. This omission may lead to inconsistent implementation across
electronic system provider and may permit verification practices that satisfy
formal regulatory requirements without providing meaningful protection
for children. In comparison, the European Union, in developing the Digital
Services Act (DSA) and Digital Identity Wallet, involved public consultation
and large-scale trials prior to implementation. This process not only
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strengthens the legitimacy of the regulation but also increases the level of
industry compliance due to the direct participation of stakeholders. Thus,
although Gov-Reg 17/2025 has shown normative progress, the absence of a
clear methodology and consultative mechanism has the potential to weaken
the effectiveness of the regulation and compliance by ESPs in practice.

Furthermore, this regulation still has a number of weaknesses that
could hamper its effective implementation. First, Gov-Reg 17/2025 does not
set minimum technical standards for age verification methods. Unlike the
UK Ofcom guidelines, which require the application of four main principles
(technical accuracy, robustness, reliability, fairness), Gov-Reg 17/2025 only
stipulates general obligations without clear performance measures. This has
the potential to create disparities in the quality of implementation between
platforms, especially if each ESP interprets age verification obligations
differently.

The obligation of ESPs to verify age should correspond to the level of
risk associated with the product, service, or feature rather than requiring the
most intrusive form of verification in every circumstance. A service
presenting a higher risk of harm to children may justify a higher level of age
assurance, whereas lower-risk services should be able to rely on less
intrusive mechanisms. This approach is consistent with the principle that
the best interests of the child cannot be achieved simply by maximizing
restrictions. The regulatory objective of protecting children must be
balanced against their rights to privacy, access to information, participation,
and autonomy. Therefore, the level of assurance required should be
proportionate to the risk and should use the least intrusive mechanism
reasonably capable of achieving the protective objective.

Second, the use of third parties in age assurance services is not
regulated within a comprehensive trust framework. In fact, global
experience shows that the involvement of third-party providers poses
significant risks related to privacy, data security, and legal accountability,
especially if these service providers are not subject to national regulations.
Where platforms outsource age verification to specialized providers, the
transfer of the verification process to a third party should not transfer
responsibility for children's rights.

The regulatory framework should therefore clearly establish the
responsibilities of platforms, verification providers, and other entities
involved in the processing chain. Age-assurance providers should be
required to apply data minimization, purpose limitation, security and
appropriate deletion mechanisms. Where possible, the verification process
should confirm only the relevant age attribute rather than disclose the
child's complete identity to the platform. This is particularly important
because the use of identity documents, biometric information, facial age
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estimation, or Al-based profiling may create additional risks to children's
privacy and informational autonomy (Lueks et al., 2026)

Third, Gov-Reg 17/2025 also does not fully address the challenge of
the digital divide in Indonesia. Age verification requirements based on
official documents or biometrics have the potential to exclude children from
poor families, who may not have access to formal identity documents or
adequate digital devices. As a result, protective measures may
unintentionally create exclusionary effects and exacerbate existing
inequalities in digital access.

A verification system that incorrectly identifies an adult as a child, or a
child as belonging to a prohibited age category, may prevent legitimate
access to information, education, communication, or other digital services
(Laura Hyun Kyung Oh, 2023). These risks may disproportionately affect
children who lack access to government identification documents, have
limited technological resources, have disabilities, or experience difficulties
with particular verification technologies. Consequently, age assurance
should not depend exclusively on a single technological mechanism. The
regulatory framework should provide alternative verification pathways
where appropriate and establish accessible mechanisms through which
users can challenge an inaccurate age determination. Platforms and
verification providers should also provide clear information concerning the
basis and consequences of verification decisions and establish effective
complaint and review procedures.

Overall, Gov-Reg 17/2025 represents a significant development in
Indonesia’s regulatory framework for child protection in the digital
environment, because it places the protection of children in the digital space
within a comprehensive, risk-based, and data protection principle-based
legal framework. However, this regulation still needs strengthening in terms
of technical aspects, supervision, inclusiveness, and an accountability
framework for third parties. Without improvements in these aspects, there is
a risk that Gov-Reg 17/2025 will only become a declarative regulation that
is difficult to implement consistently in the field. Therefore, in the future,
more detailed technical guidelines, harmonization between authorities, and
periodic evaluations are needed so that Gov-Reg 17/2025 can truly become
an effective instrument in ensuring the best interests of the child in
Indonesia's digital space.

IV. Conclusion

Age assurance should not be treated as a stand-alone solution for
protecting children on social media. Any age verification system is essentially
just an instrument to ensure that digital services related to children must always
prioritize the best interests of the child. It is important to note that not all age
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assurance models require the same level of assurance; their implementation must
be tailored to national conditions, practical needs, and most importantly, how the
country is able to develop models that are effective and economically efficient.
From a broader perspective, age assurance is an integral part of efforts to build a
digital ecosystem that is suitable for children.

The best interests of the child should therefore operate as a balancing and
evaluative principle rather than merely as a justification for restricting children's
access to digital services. An age-assurance model serves the best interests of the
child when it provides effective protection against online harm while minimizing
unnecessary interference with privacy, access to information, freedom of
expression, autonomy, inclusion, and other children's rights. The Indonesian
government, through Gov-Reg 17/2025 and Min-Reg 9/2026, still has room to
conduct further studies, particularly related to (i) standard technical age
verification that is uniform and auditable; and (ii) compliance monitoring
mechanisms to ensure the compliance of Electronic System Providers.

For Indonesia, the comparative analysis supports a risk-calibrated and
rights-preserving approach to age assurance in Indonesia. Under this model, the
level and method of age assurance should correspond to the level of risk
associated with the relevant digital service, product, or feature, rather than
imposing a uniform and equally intrusive verification requirement across all
services. Higher-risk services may justify stronger forms of age assurance,
whereas lower-risk services should rely, where appropriate, on less intrusive
mechanisms. This approach allows the regulatory system to remain
proportionate while maintaining its primary objective of protecting children from
online harms. The absence of clear technical standards has the potential to cause
variations in implementation between platforms and open the door to formalistic
practices that only fulfill administrative obligations without actually protecting
children. Therefore, Indonesia requires clearly formulated, consistent, auditable,
and credible technical standards to ensure that age-assurance mechanisms are
implemented consistently across electronic system provider.
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