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Abstract— Implementation of physical security such as recruitment of security officers, installation of CCTV, and restrictions on public access have become commonplace nowadays. Computer systems equipped with archival storage media must be properly maintained, including computer systems containing sensitive information that must be stored in a locked and secure place. This study applies a security system using facial recognition to determine who is authorized over the data in the computer system—using Haar Cascade as a face detector and LBPH as a match between faces that can access and those that are not on the list. On the other hand, if the person is unidentified, preventive measures will be performed. Based on the result, the proposed system using Raspberry Pi 4 is able to identify a face using Haar Cascade algorithm with an accuracy of 68% and average duration process of 0.392s, and able to recognize face using LBPH algorithm with accuracy between 50.74% to 100% and average duration process of 0.548s.
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I. Introduction

The aspect of security is intangible. If a system's security is insufficient, it can have various negative impacts [1], including physical security [2], such as the security of a room that unauthorized persons can access [3]. Conventional techniques of physical security, for example a locking mechanism, are still used for the majority of physical security [4]. If unauthorized people are able to gain access through other gaps, it will be ineffectual [5]. Theft and other crimes in the business frequently occur while the situation is quiet and the owner or security officials are not present. As a result, the security system's vulnerability remains high [6].

Implementation of physical security measures such as hiring security guards, installing closed-circuit television [7], and restricting public access are quite common nowadays. Computer systems, storage media, and backups must all be limited and safeguarded. Computer systems containing sensitive information are kept in locked and secure areas. Technically, access restrictions such as passwords or directory access rights are required to strengthen the security process [8][9]. Threats to data centers, data processing facilities, and staff will be prevented by combining physical security with specified functionality [10] [11]. 

State of the art about this security systems research are smart home utilizing face recognition system [12] by Wati et al. The system is tested using MyRIO 1900 to see how well it detects faces based on changes in distance and the person's accessories, which aren't all recognized. Another example is security system for bank adopting biometric authentication in ATM [13] by Gusain et al. Face identification was achieved utilizing a canny edge detector in this study, which combined face detection and recognition. One of the recent research for security system using camera at the airport by Zhu et al. [14] for verification process. Security checkpoint are including camera for face recognition in need for self-service centralized verification and automatic face recheck for passenger.
As a solution, a security system prototype was created, which uses a microcomputer as the physical security system's brain [15]. When the panel is open, the microcomputer will detect it and signal that the panel has been accessed by an unauthorized individual. An alarm that signals when unauthorized individuals access the area or if there are changes in the system's true state according to the readings but without the presence of an authorized individual can be indicators of a physical security attack. Another indicator is camera footage, which demonstrates that there are persons who do not have the right to be caught on camera. Damage to the panel lock, evidence such as the presence of foreign objects around the panel, loss of communication signal, or the device being lost or disappearing without being recorded/no one knowing where it is, are all possibilities. When it is determined that someone unauthorized is accessing the system physically, a warning along with camera feed from the panel will be issued to officer-in-duty as a preventive measure. Therefore, it is hoped that the officers will be able to take the appropriate measures against the criminals right away.

The main goal of this research is to help industries supervise and regulate the security panel from their control area and cellphone. Mobile devices, such as smartphones, can access and control the system via a user-friendly interface from anywhere and anytime [16]. Supervision is the study of a person's behavior, exercise, or knowledge of how information develops and how it can be used to influence, monitor, regulate, or secure [17]. We may use this system to not only supervise and regulate, but also to perform actions like alarm activation and door lock control. The system emits an alarm sound according to the command message [18]. When the system receives a control message from the user to lock the door, the panel will be locked. The security system becomes better and easier as a result of these actions, because the smartphone can be conveniently used as a control panel [19]. 

This topic has been the subject of numerous researches. A control panel with an application feature system in the form of door control, video streaming, and image capture are used in one of the experiments [20]. In this study, a data logger was prepared to provide information on activities that occur around the train panels. The physical security system will collect photographs of perpetrators who gain access to the panel without permission. If the panel is closed, the system will immediately enter a locked state; if the panel is opened, the locking system will record and notify the working officer of the acquired image.
II. Experimental Method
A. System Design
Fig. 1 depicts a system overview that describes the stages of the face recognition process from start to finish. The system's stages of operation are listed below.
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Fig. 1. Design of face recognition security system on public places

The unprocessed dataset is converted to a matrix-form of a grayscale image during pre-processing. Then after the training process, an actual model based on the training model is produced using Local Binary Patterns Histogram (LBPH) algorithm. Face recognition algorithms such as Sparse Coding (SC), Local Binary Pattern (LBP) method, Histograms of Oriented Gradients (HOG) algorithm, and others have been developed. While existing algorithms have accuracy rates of 50 to 60 percent, the LBPH algorithm is capable of recognizing not only the front face, but also the side face with a rate of more than 90 percent [21]. The LBP and HOG descriptors are merged in the LBPH method. LBP is a simple yet effective method for extracting and labeling pixels in an image. As a result, the LBPH technique can be used to represent facial images using a simplified vector [22]. The model is used to detect if a face is present in the images from the camera and if it is present, the system will try to recognize the detected face. On the camera frame window that displays the camera feed, the classification results will be displayed in real time. Based on the classification result, the system will issue commands to move the solenoid to open or close the lock as illustrated in Fig. 2.
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Fig. 2. Security panel on public places block diagram


The Raspberry Pi 4 serves as the brain of the system, to process data and control the overall operation. Images from the camera are processed by the system and compared with data in the database to see if the face matches the one in the database. The relay acts as a driver for the solenoid switch, allowing electric current to enter the solenoid to be turned on or off. The solenoid in this system is responsible for locking or unlocking the panel door. The solenoid is controlled by the relay's output according to the processor’s decision.

The system implementation is shown in Fig. 3. In the initial phase, the system will load a database containing a descriptor for face and specific face to be recognized. In the whole process, there are two major image processing stages. First, the system will try to detect the presence of a face in the image. If a face is detected, then it will crop the image based on the region of interest and use it on the next image processing stage. In the next stage, the face feature is extracted and it will be compared with saved data in the database. If the feature matches one of the saved faces in the database, then the system will acknowledge the person and issue commands to unlock the door. On the other hand, if the face is not recognized, it will be saved in a data logger and the door remains locked.
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Fig. 3. Face recognition security system flowchart
B. Implementation
The locking system is implemented in hardware in this system. This system is designed to be as basic and feasible as possible while still providing maximum efficiency. This system's hardware implementation does not necessitate a big number of tools or hardware; it only requires a camera, processor, and actuator. Fig. 4 represents the illustration and the actual components that are used in the prototype.
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Fig. 4. Prototype design


Raspberry Pi 4 is chosen as a processor in the prototype. It has USB ports that can be used for webcam or external input devices for debugging purposes such as keyboard and mouse, display port to show the camera feed and image processing results, GPIO to control the actuator, and ARM v8 processor and 8GB RAM to support calculation of image processing.
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Fig. 5. Steps of image processing


Fig. 5 show the image processing in the proposed system. The Haar Cascade algorithm is used to identify presence of a face despite differences in illumination, scale, pose, and camera variation [23] [24]. The result of Haar Cascade algorithm is depicted in the second level to identify area that contains a face. To be able to recognize a face, the system requires a dataset of the person's face. In this study, we use 250 images per person facing a camera from various angles to make the dataset. The third and fourth level depicted images that have been cropped and normalized according to the region of interest produced by Haar Cascade algorithm.


Face is able to provide non-intrusive identification. The fifth level of image processing is an LBP images. Despite of differences in lightning between images in fourth level, the LBP images able to produce almost similar images. To incorporate spatial information in LBP model, it is divided into several local region and a histogram will be extracted from each region. The spatially enhanced feature vector is then obtained by concatenating the local histograms. Each face is given specific ID and name for logging purpose. For registration, the training subject is asked to face the camera and move her/his face at different angles for 10 second to make an initial training dataset.

III. Result and Discussion
In this experiment, 12 person participates as a model and only half of them is registered in the database. Haar Cascade algorithm is used to detect presence of a face and LBPH algorithm is used to recognize the face and the final conclusion is taken based on the confidence level. The results are as follows.
A. Face Detection using Haar Cascade
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Fig. 6. Haar Cascade face detection result

Fig. 6 show the result of face detection using Haar Cascade algorithm. Video files are used for testing with an average duration of 20s in each video. By capturing the video feed, a frame is acquired. The system is able to detect presence of a face in 68.360% of samples. Based on observation during the test, the system is more capable to detect presence of a face if the face is facing the camera and not moving too fast. Fig. 7 shows occurrences where the system fails to detect presence of a face. The failure to detect presence of a face can be caused by face angles that hidden the face feature, as shown in 7a and 7c. 7b is most likely happen because of the addition of hat and hand gesture that interfere with the face.
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Fig. 7. Sample of undetected faces
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Fig. 8. Haar Cascade processing time


Fig. 8 shows processing time required to perform a face detection. Face detection process is done with an average duration of 0.392s, a 0.439s maximum duration, and a 0.337s minimum duration. To make a comparison, same program is executed in a computer with Ryzen 5 3200 processor and 16GB RAM. The result is the program is done with an average duration of 0.082s, a 0.187s maximum duration, and 0.015s minimum duration.

B. Face Recognition using LBPH
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Fig. 9. Sample of recognized faces
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Fig. 10. LBPH processing time


Fig. 9 shows occurrences when the system is able to recognize and differentiate faces. In the display, confidence level along with preregistered ID will be shown around the face bounding box. In Raspberry pi 4, face detection process using LBPH algorithm is done with an average duration of 0.548s, a maximum 0.566s duration, and a 0.518 minimum duration. On a Ryzen 5 processor, the LBPH algorithm is done with an average duration of 0.102s, a 0.171s maximum duration, and a 0.093s minimum duration as shown in Fig. 10.
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Fig. 11. LBPH face recognition result

The face recognition result is based on the confidence threshold to make a conclusion. It means that if the confidence level of a recognition process is above the threshold, then the system will acknowledge it as recognized. A ‘false positive’ flag means the system determines that the face is existed in the database, but in reality, the face is not registered. An example of false positive occurrence is when an unknown person is recognized by the system as someone that already registered in the database instead of flagged as an ‘unrecognized’. An ‘unrecognized’ flag means that the system determines the face sample is not exist in the database. 

As shown in Fig. 11, by using 50% confidence threshold, 50.094% face samples are flagged as ‘recognized’, 47.983% face samples are flagged as a 'false positive’, and 1.923% face samples are flagged as ‘unrecognized’. By increasing the confidence threshold into 75%, it reduces the ‘false positive’ flag to 0.249%, the ‘recognized’ flag to 47.985% and an increase in ‘unrecognized’ flag to 51.765%. By further increasing the confidence threshold to 85%, 25.192% faces are ‘recognized’ and 74.808% faces are ‘unrecognized’ with a 0% face detected as a false positive.

By increasing the confidence threshold, a false positive can be eliminated. However, it will take longer for a registered person to be recognized because of the high threshold. Based on the result in 85% confidence threshold, it can be said that for every 4 face samples acquired by the system, 3 of them are flagged as unrecognized and the other one can be correctly recognized. The recognized sample accuracy is quite high compared with results from using 50% confidence threshold, where from every 2 images 1 of them can be recognized correctly while the other one will be recognized as another registered person.
.

IV. Conclusions
Following the results of the experiments, it can be determined that the proposed system has met the research's objectives. The Haar feature is used in this system's to detect presence and recognize a face in an images. This method can classify a variety of facial photos. The system will either lock or unlock the door through solenoid according to the recognition result. The system able to keep track of the known and unknown users who have used it. Faces that are not recognized by the system are saved as photographs in the local directory. According to the results, the proposed system using the Raspberry Pi 4 can identify a face using the Haar Cascade algorithm with a 68 percent accuracy and a 0.392s average process time, and recognize a face using the LBPH algorithm with a 50.74 percent to 100 percent accuracy and a 0.548s average process time.
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