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Abstract—Document forgery remains a pervasive problem 

across education, government, and trade sectors. This paper 

presents a blockchain-based digital document verification 

system built on the Internet Computer Protocol (ICP). The 

approach computes SHA‑256 hashes of documents and 

anchors them to ICP canister smart contracts, ensuring 

integrity and non-repudiation without storing document 

contents. The system manages a registry of approved verifiers 

so that only trusted institutions can enroll documents. In 

evaluation with 15 documents (85–3025 KB) and five repeated 

trials per document, the prototype achieved an average 

verification time of 1.54 s and an accuracy of 99%. Compared 

with Ethereum-based baselines in prior work, the ICP-based 

design avoids gas fees and reduces verification latency. The 

proposed architecture supports future integration of zero-

knowledge proofs (ZKP) to validate authenticity while 

preserving privacy. 

Keywords— Blockchain; Data security; ICP; SHA-256; Zero-

knowledge proofs 

I. INTRODUCTION 

  The acceleration of digital transformation has increased 
the circulation of electronic documents and, consequently, 
the attack surface for tampering and forgery [1][2]. 
Common incidents involve altered certificates, diplomas, 
and letters whose content can be manipulated without 
leaving reliable audit trails [3]. Manual verification remains 
time-consuming and error-prone, while conventional 
repositories provide limited guarantees of immutability and 
provenance. The resulting trust deficit motivates a tamper-
evident solution capable of public verifiability and 
automated auditing [4][5]. 

  Blockchain offers immutability and traceability that are 
attractive for proof-of-authenticity use cases [6][7]. Prior 
efforts have explored document authentication on public 
chains such as Ethereum, yet they can be hindered by 
fluctuating transaction fees (gas) and confirmation latency 
[8][9]. ICP introduces canister smart contracts and Chain 
Key cryptography to deliver web-speed interactions with 
deterministic fees and on-chain compute, thereby reducing 
overheads [10][11]. Nonetheless, the literature reports gaps 
in end-to-end designs that combine fast verification, low 
operational cost, and privacy-preserving validation via 
ZKP for multi-sector deployment [12]. 

  Compared to Ethereum mainnet baselines, verification 
latency is less sensitive to mempool congestion and gas 
bidding dynamics; similarly, the absence of gas fees in ICP 

avoids cost variance that is commonly observed on public 
EVM chains [13]. Prior studies report that Ethereum 
confirmation times and throughput vary with gas price and 
network load, whereas permissioned frameworks such as 
Hyperledger Fabric exhibit different trade-offs in latency 
and throughput [14][15]. 

  This work contributes a practical ICP-based design that 
(i) records document hashes using SHA‑256 without 
storing file contents, (ii) enforces an on-chain registry of 
verifiers to restrict enrollment to authorized institutions, 
and (iii) measures verification performance under realistic 
file sizes. The main findings show average verification 
within 1.54 seconds and 99% accuracy, indicating 
feasibility for operational use in institutions that require fast 
and auditable checks [16][17]. 

II. METHODS 

A. Development Process 

  An Agile, iterative–incremental process was adopted, 
cycling through analysis, design, implementation, testing, 
deployment, and evaluation until functional and 
performance targets were met. Each iteration delivered a 
working increment and updated the product backlog based 
on findings and user feedback [18]. The overall 
development cycle and iteration flow are illustrated in Fig. 
1, which shows how each stage feeds forward into the next 
while allowing feedback loops for continuous 
improvement. 

 

Fig. 1. Agile development flow 

https://creativecommons.org/licenses/by-nc/4.0/
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B. System Requirements Analysis 

  Functional requirements include: (i) uploading 
documents to compute SHA-256 client-side and obtain 
their digests, (ii) enrolling/verifying digests via ICP 
canisters, (iii) verifying against on-chain records, and (iv) 
administering a registry of trusted verifiers. 

C. System Design 

  The proposed system architecture consists of a web-
based decentralized application (dApp), ICP canister smart 
contracts, and decentralized storage primitives such as 
stable memory [19]. The dApp manages the document 
upload, deletion, and verification workflows, while the 
canisters store and serve tamper-evident hash records. A 
registry canister enforces institutional access control, 
allowing only authorized entities to enroll verified 
documents. The interaction among these components is 
illustrated in Fig. 2, which depicts the end-to-end request 
and verification flow between the user, dApp, and ICP 
subnet. 

 

Fig. 2. System interaction flow 

  The overall four-layer architecture comprising the 
presentation, logic, data, and blockchain integration layers 
is shown in Fig. 3, a proposed blockchain-based document 
verification system, showing how responsibilities are 
separated from the user interface down to the cryptographic 
core to ensure scalability, modularity, and verifiability. 

  The top layer represents the web-based decentralized 
application (dApp) that provides the user interface for 
document operations. It enables users to upload, delete, and 
verify documents through a browser without any plugin 
installation. Before a document is transmitted, its SHA-256 
hash is computed locally to preserve privacy. This layer 
communicates securely with the logic layer using HTTPS 
and authenticated canister endpoints [20]. 

  The second layer consists of the canister smart contracts 
deployed on the Internet Computer (ICP). These canisters 
contain the application logic for document enrollment and 
verification, maintaining a tamper-evident registry of 
hashes. They interact with decentralized data primitives 
such as stable memory and IPFS to persist verification 
records. The registry contract enforces access control, 
ensuring that only approved institutional accounts can 
enroll new hashes. 

  The third layer handles secure message passing and 
consensus across the ICP subnet. Chain-Key cryptography 
enables lightweight, verifiable interactions between 
canisters and external clients without relying on heavy 
cryptographic handshakes. Aggregating subnet keys allows 
a single ICP identity to represent an entire chain, reducing 
latency while preserving end-to-end verifiability. 

  The foundation layer focuses on the cryptographic 
guarantees of the system. It integrates zero-knowledge 
proof (ZKP) techniques and tamper-proof primitives to 
enable privacy-preserving verification in future iterations 
[21]. This ensures that document authenticity can be proven 
without revealing its actual content, paving the way for 
confidential document certification on public networks 
[22]. 

 

Fig. 3. Four-layer architecture 

D. Implementation 

  The web interface was designed for clarity and 
accessibility. The landing page, shown in Fig. 4, introduces 
the system’s purpose, access flow, and navigation 
components to guide users through verification features. 
The authentication screen, illustrated in Fig. 5, provides 
credential-based access using a username–password–PIN 
combination to ensure user-level accountability. Once 
logged in, users are directed to the document management 
panel (Fig. 6), which contains upload and deletion tabs, as 
well as real-time verification results retrieved from the 
canister. 

 

Fig. 4. Landing page mock-up emphasizing purpose and navigation. 

https://creativecommons.org/licenses/by-nc/4.0/
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  Together, these modules deliver a fully functional 
prototype capable of secure file verification, streamlined 
access control, and intuitive usability within a decentralized 
environment. 

 

Fig. 5. Authentication screen 

 

Fig. 6. Document management tabs 

E. Ethics and Data Use 

This study does not involve human participants or 

personally identifiable information (PII). Sample 

documents were either synthetically generated or sourced 

from publicly available templates solely for hashing-based 

verification; no document contents were stored on-chain, 

and all hashes are non-invertible. The dataset contains only 

file sizes, timestamps, and verification outcomes. 

Institutional ownership and consent were not required, 

given the absence of proprietary materials. 

F. Testing Protocol and Metrics 

Performance tests used 15 documents with sizes 

ranging from 85 to 3025 KB. Each document was verified 

five times to compute the average latency [13]. Timing 

covered the end-to-end flow from upload initiation to UI 

display of the verification result. Accuracy was calculated 

as: 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
(𝑇𝑃 + 𝑇𝑁)

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

 

(1) 

We define a true positive (TP) when a file enrolled on-

chain is verified as authentic (hash match), a true negative 

(TN) when a non-enrolled/tampered file is correctly 

rejected (no match), a false positive (FP) when a non-

enrolled file is accepted, and a false negative (FN) when an 

enrolled file is rejected. Accuracy = 

(TP+TN)/(TP+TN+FP+FN). We report the confusion 

matrix over positive (enrolled) checks and negative 

controls. In our runs, positive checks comprised 15 

documents × 5 repeats (n = 75). We additionally ran N 

negative-control checks by querying non-

enrolled/tampered files. Across (75 + N) checks, Accuracy 

≈ 99% (e.g., 149/150), with FP = x and FN = y (see Table 

II). 

III. RESULTS AND DISCUSSION 

A. Requirements and Design Outcomes 

  Analysis validated the need for on-chain hashing paired 
with a verifier registry. The design ensures that (i) file 
contents remain off-chain, (ii) on-chain state contains only 
fixed-length hashes, and (iii) audit trails are preserved. The 
UI emphasizes clarity of states (connecting, uploading, 
verifying) to help users interpret system feedback. 

B. Prototype Interfaces 

The landing page introduces the purpose and 

navigational structure (Fig. 4). The authentication view 

adds a PIN layer to strengthen access control (Fig. 5). The 

management view (Fig. 6) supports upload, deletion, and 

verification with contextual messaging for each action. 

C. Performance Evaluation 

Table I presents the average verification time across 

five repeated trials for each document. The overall mean 

verification time among all samples was 1.54 s. The fastest 

case (85 KB) completed in 0.85 s, whereas the largest file 

(3025 KB) required 2.11 s. Latency trends increase mildly 

with file size due to upload transfer and hashing overhead; 

canister verification contributes a relatively small, stable 

portion of total time. As shown in Fig. 7, the verification 

time increases almost linearly with file size, demonstrating 

a positive correlation (R² = 0.365) between the two 

variables. 

TABLE I.  AVERAGE VERIFICATION TIME BY DOCUMENT SIZE (5 

REPEATED TRIALS) 

NO. DOCUMENT SIZE (KB) TIME (S) 

1 123 1.16 

2 258 1.22 

3 85 0.85 
4 450 1.93 

5 677 1.51 

6 900 1.84 
7 125 1.89 

8 3025 2.11 

9 521 1.94 
10 752 1.88 

11 982 1.51 

12 1500 1.96 
13 320 1.12 

14 240 1.11 

15 410 1.21 

 Average 1.54 

 

Relationship between file size and verification time 

(average of five repeated trials per document) with linear 

regression line. Verification time increases proportionally 

to file size, with approximately 0.33ms additional delay per 

KB and ~1.32s baseline overhead. 

 Table II presents. Out of 150 total verification attempts 

(75 enrolled + 75 non-enrolled), only one false positive was 

observed, resulting in approximately 99.3% overall 

accuracy. 
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Fig. 7. File Size vs Verification Time 

TABLE II.  CONFUSION MATRIX OF VERIFICATION RESULTS 

Predicted Outcome Actual: Enrolled 

(Positive) 

Actual: Non-

Enrolled (Negative) 

Verified (Positive) TP = 74 FP = 1 

Rejected (Negative) FN = 0 TN = 75 

 The confusion matrix in Table II shows that only one 

false positive occurred among 150 verification attempts. 

Table III presents the corresponding accuracy metrics, 

confirming that the system achieves a 99% overall success 

rate, with no false negatives observed. The results 

demonstrate that the hash-matching and canister 

verification pipeline in ICP maintains highly consistent 

behavior across repeated trials. 

D. Security Considerations 

Security Considerations. The design inherits the 

preimage and collision resistance of SHA-256; brute-force 

collision on 256-bit digests is computationally infeasible 

with current resources. Replay risks (re-submitting existing 

digests) are mitigated by binding each enrollment to the 

issuer identity in the verifier-registry canister and by 

timestamping [23]. On ICP, certified variables allow the UI 

to trust query responses without consensus delay while still 

being verifiable (certificates signed by the subnet), 

reducing TOCTOU windows. We also recommend nonce-

scoped “context strings” when hashing (e.g., issuer-id || 

doc-type) to prevent cross-domain hash reuse. For broader 

smart-contract threats and mitigations, see recent surveys 

[24]. 

TABLE III.  VERIFICATION ACCURACY STATISTICS 

Metric Formula Value 

Accuracy (TP + TN) / (TP + 
TN + FP + FN) 

99.3 % 

Precision TP / (TP + FP) 
98 
98.7 % 

Recall TP / (TP + FN) 100 % 

F1-Score 2 × (Precision × 
Recall) / (Precision + 

Recall) 

99.3 % 

E. Deployment Snapshot 

A stable prototype was deployed within an ICP-

connected environment, enabling users to submit 

documents and obtain verification outcomes in real time. 

The system communicates directly with deployed canisters 

through authenticated API endpoints, ensuring that each 

submission request is processed with deterministic finality. 

As shown in Fig. 8, the submission interface displays the 

connection status to the ICP network, upload progress 

indicators, and final verification results once the canister 

transaction is completed. These prompts provide 

immediate feedback, confirming whether a document hash 

was successfully recorded or matched on-chain. The 

responsive design ensures that both desktop and mobile 

users can perform verification seamlessly under varying 

network conditions. 

 

Fig. 8. Submission screen with status prompts 

  The verification interface confirms a document’s 
authenticity once the locally computed SHA-256 hash 
matches an enrolled on-chain record. It then retrieves and 
displays the enrolling account identifier, block timestamp, 
and record ID from the canister to provide verifiable 
provenance data. 

  As illustrated in Fig. 9, the verification result screen 
presents these details clearly, showing the hash comparison 
outcome, metadata of the enrolled document, and a visual 
status indicator (“Verified” or “Not Verified”). 

  This screen ensures transparency and auditability by 
allowing users to trace each verification event back to its 
origin on the ICP ledger, demonstrating how integrity and 
trust are maintained without exposing document contents. 

 

Fig. 9. Verification result screen 

F. Discussion 

The results indicate that ICP can deliver web-speed 

verification while avoiding gas fees typical of public 

chains. The 1.54 s average suggests practical 

https://creativecommons.org/licenses/by-nc/4.0/
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responsiveness for institutional portals. Accuracy at 99% 

reflects robustness of hash matching; the residual 1% is 

likely linked to transient network or UI timing conditions 

and can be mitigated with retry logic and buffered commit-

ack sequences. The registry model curbs unauthorized 

enrollments and strengthens governance. Future work 

should integrate ZKP primitives to verify properties of 

documents without exposing contents, and explore 

batching/streaming optimizations for very large files. 

IV. CONCLUSION 

  This paper demonstrated a blockchain-based document 
verification system on ICP using SHA‑256 hashing and an 
on-chain verifier registry. In tests with realistic file sizes, 
the system achieved 1.54 s average verification time and 
99% accuracy, supporting applicability in sectors requiring 
rapid, auditable checks. Compared with conventional 
Ethereum-based approaches, the ICP design reduces 
latency and eliminates gas fees. Future enhancements 
include ZKP integration, UI/UX streamlining for bulk 
processing, and interoperability with external platforms. 
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