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Abstract: 

Teaching and learning can be effective and enjoyable if the course is well-packaged and presented. This was the experience of 
students and teachers participating in our hands-on Cyber Security course. Effective teaching of Cyber Security requires practical 
demonstration of attack patterns and their related countermeasures. This implies that outstanding and modern laboratories must be 
in place to teach and learn the necessary principles and practices effectively. Unfortunately, newly established universities in Sub-
Saharan Africa need more funds for establishing and maintaining such laboratories. However, several researchers have shown that 
virtualization technology (VT) can enhance available but limited physical computing laboratories as an alternative to complex 
physical laboratories with huge procurement costs. This paper proposes an ad hoc and mobile laboratory for teaching practical 
principles in Cyber Security. The report aims to demonstrate the effectiveness of virtualization technology in teaching Cyber 
Security in newly established universities in Sub-Saharan Africa with zero to minimal computer laboratory infrastructure.  
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Introduction  
Teaching and learning in the world today is enhanced by the use of Information Technology (IT). In the case of IT-
based programs like Cyber Security, students need to be provided with Laboratories for hands-on practice of principles 
taught since having well-designed hands-on practical exercises can improve students’ understanding and retention of 
theoretical concepts (James et al, 2020). This creates a challenge since many of these laboratories have huge cost 
implications (Ogunyemi &Johnston, 2010).  

The huge cost of establishing complex IT laboratories is not easily met by governments in Sub Saharan countries like 
Nigeria. It has been directly observed that newly established universities in sub-Saharan countries like Nigeria have 
challenges providing advanced laboratories necessary for the teaching of practical-oriented courses. The paucity of 
funds and the need to efficiently manage what is available to satisfy the diverse pressing needs of the infant institutions 
are among the reasons for the limitations in laboratory development. 

Notwithstanding the limited capacity of laboratories available, teaching and learning must continue in these new 
institutions. The challenge is to meet the  set learning objectives, including the practical objectives set for each course 
available in such institutions. Several researchers have recommended Visualization Technology (VT) as a panacea to 
the diverse challenges posed by the lack of or limitations in physical laboratories in universities.  

Bližňák et al. (2008) proposed using VT as a practice tool in a parallel programming course, operating systems course, 
and a training kit in the industry for non-IT-based courses.Miseviciene et al. (2012) studied the use of virtualization 
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technology for teaching and learning theoretical and practical courses at Kaunas University, United States of America. 
They outlined its advantages, including providing cost-effective on-demand, 24/7 access to teaching and learning aids 
(including laboratories). Czajkowski (2012) described VT and its application in IT education, concluding that VT 
increases available time to conduct classes as it makes laboratories available 19 to 24 hours a day, allows the use of 
obsolete and unsupported software for research, reduces the cost of electricity and Lab spaces, and generally makes 
lab classes more portable. Perez et al (2016) proposed a tool they called NETinVM based on nested virtualization 
where several computers and networks exist in a single virtual machine in a nested architecture. NETinVM was then 
used in a different teaching environment and was analyzed and evaluated to determine its efficacy. They concluded 
that the tool was useful in performing labs and practical exercises that are unfeasible with available physical systems 
while having the additional advantage of being feasible.  

Also, Fernandez et al (2016) described the implementation of a developed virtualization-based networking lab model. 
The essence of the developed model was to ameliorate the effort and cost invested in creating physical networked 
labs. They based their research on the premise that creating virtual labs instead of physical ones contributes to 
simplifying the lab management tasks and affords more realistic and complex scenarios to be available for students’ 
practice. They then used a survey-based assessment to demonstrate the effectiveness of their model. Eliot et al (2016) 
proposed a flexible lab environment for teaching cybersecurity courses using VT. The aim was to afford students to 
learn security principles using an off-campus network lab with a dedicated connection to the Internet. This approach 
was intended to protect the university network from the risks involved in teaching network security courses where the 
students need to be handed full control of physical services and equipment. They conclude that their method offers a 
low-cost alternative to teaching and learning Cyber Security practical courses, especially for the networked system. 

Furthermore, Haag et al. (2019) developed an engaging virtual classroom for cybersecurity education. The virtual 
classroom, which was developed progressively, consists of a Virtual Computer Lab (VCL), made up of two nested 
software virtualization layers, that can be installed on students’ computers; a Distributed Virtual Computer Lab 
(DVCL) that enables a peer-to-peer link between students via the internet; a central authority( CA) that controls the 
interworking between nodes in the DVCL; and finally, an intelligent tutoring system (ITS): a computer system used 
to provide feedback to learners, with little intervention from a human Advisor. They concluded that their virtual 
classroom allows students to conduct educational activities just as in an on-campus classroom. 

In addition, James et al. (2020) proposed a VT hands-on learning approach for teaching Cyber Security courses. They 
described details of their Raspberry Pi-based lab architecture and provided example lab tasks that can be carried out 
with their architecture. They assessed their method using participating teachers’ and students’ responses and 
comparisons with previous courses taken without their solution. They conclude that their approach affords improved 
performance of students. Usman (2021) highlighted the benefits of using VT in teaching Cyber Security courses and 
described examples of practice environments for the practical labs. The benefits, as itemized by Usman (2021), 
include: Students could create more virtual hosts than the number of physical computers available in the laboratory; 
they can create complex scenarios involving several hosts; No restrictions on the number of network interfaces in each 
host; they have full control as they can act as the administrators of their virtual hosts; they can reproduce the 
experiments at home. 

Approaches that utilize VT to teach Cyber Security courses have been classified into two broad areas by James et al. 
(2020). The classification better assist in identifying the weaknesses in the different approaches. The first group is 
those that base their work on virtual labs that run on individual machines-either personal PC of students or PC owned 
by concerned universities. The second group is those who base their system on virtual host infrastructure, that is, cases 
where universities make use of online hosted labs. A third group is added here. This group includes approaches that 
involve institutions purchasing relatively cheap computer systems for students and installing VT software to separate 
systems used for teaching Cyber Security hands-on from existing institutional infrastructure, as in the case of James 
et al. (2020). 

For the first group, the challenge is the availability and reliability of the students’ systems used. Also, where the 
students’ systems are connected to the university infrastructure via the Internet, security issues arise since the students 
need to be given some administrative privileges. Furthermore, system maintenance costs and security issues are some 
limitations when university PCs are involved.  

For the second group, identified limitations by James et al (2020) include high cost and maintenance issues that are 
beyond the reach of poorly funded institutions. This also mirrors the case of the third group which relatively is 
considered cheaper by James et al (2020), the creators of the approach.  
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In this research work, we consider the case where the university is a new one and challenged in availability of funds, 
with computer laboratories infrastructure at the range of between zero to minimal. This presents a problem of how to 
teach courses in cyber security with practical modules without having to wait till such a time as basic equipment is 
made available. Previous Approaches based on using students’ PC cannot be directly applied in our case without some 
major modifications, as they are often founded on the premise of supporting IT infrastructure with reliable 
connectivity. There is a need to experiment with more basic systems that can meet the needs of institutions with zero 
and above IT lab environments.  

Here, we propose an ad hoc and mobile lab for teaching practical principles in Cyber Security and aim to demonstrate 
the effectiveness of using VT in teaching Cyber Security in newly established universities in Sub-Saharan Africa 
having zero to minimal computer lab infrastructure.  

Research Methods 
Here, we apply major modifications to previous approaches that use student PC for hands-on practice as classified by 
James et al (2020). We introduce a distinct but simple tool that is not used in previous works: 2014 32’ Samsung LED 
Television-set volunteered by one of the teachers. The television is connected to a laptop using a VGA to HDMI 
adaptor. The purpose of introducing the television set is to have a basic means of demonstrating hands-on practical 
skills to the students at little or no cost. Also, nine laptop computers of diverse brands were volunteered by 9 of the 39 
students that enrolled in the course selected for the demonstration. Unlike some previous works that used students’ 
systems for their demonstrations as classified by James et al. (2020), the volunteered laptops have no physical 
connection with each other or with the school’s IT infrastructure. Each of the nine laptops, plus that of the instructor, 
and their respective specification is shown in Table 1. 

Table 1. Volunteered PC Specifications 

SN PC Brand Specification 
1 HP (instructor’s) Intel(R)Core (TM)i3-4000MCPU@2.40GHz2.40GHz,4.00GBRAM,64-

bitoperatingsystem,x64-basedprocessor 
2 DELL Intel(R)Core (TM)i5-4300MCPU@2.60GHz2.60GHz8.00GBRAM,64-

bitOperatingsystem,x64-basedprocessor 
3 DELL Intel(R)Pentium(R)CPU2117U@1.80GHz1.8GHz,4.00GBRAM64-

bitOperatingsystem,x64-basedprocessor 
4 HP  
5  Intel(R)core (TM)i5-4310UCPU@2.00GHz2.60GHz4.00GBRAM,64-

bitoperatingsystem,x64-basedprocessor. 
6 HP AMDA6-

7310APUwithAMDRadeonR4Graphics@2.00GHz2.00GHz,6.00GBRAM,64-
bitOperatingsystem,x64-basedprocessor 

7 HP Intel(R) Core (TM) i5-7300U CPU @ 2.60GHz   2.71 GHz 8.00GB RAM  
8 HP 64-bit operating system, x64-based processor 
9 HP Intel® Core™ i7-8750H CPU @ 2.20GHz,16.0 GB RAM,64-bit operating 

system, x64-based processor  
20 DELL Intel(R) Core (TM)i5-2520M CPU @ 2.50GHz 2.50 Ghz 

A ‘virtual lab’ made up of free virtualization software and Virtual Machines, in this case, a VMware player 17 and two 
virtual machines: Kali Linux and Windows XP SP2, is installed in each system. The virtual machines are connected 
in a local network using the host-only setting selection. Figure 1 illustrates the ‘virtual Laboratory’ installed in the 
computers. The details and the setting for each virtual machine is rendered in Figure 2.  
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Figure 1. (a) systems without virtualization (b) systems with lab installed (image source: Miseviciene et al (2012) 

 

Windows XP SP2 virtual machine settings (VM1) Kali Linux vitual machine settings (VM2) 

 

 

Figure 2. Virtual machines settings 

For the demonstration proper, we select the Cyber course: CYB 213 (Threats, Attacks and Countermeasures, being 
taught to first semester 200-level Cyber security undergraduates in our institution.) The course is an introductory course 
to Ethical Hacking and covers the fundamental topics including concepts definitions, basics of networking, Ethical 
hacking Methodology, Hacking tools and software defense tools and software, and so on. The Denial of Service (DoS) 
Attacks is selected as a significant Cyber-attack pattern to illustrate hacking principles throughout the course.  

The presentation of the course is   straightforward. We divide lecture periods of 2 hours into 2 sessions of 1 hour 
each.In the first session, We  teach the theoretical concepts as highlighted above,while in the second session,  we carry 
out guided hands-on practical work using the television connected to the instructor’s PC to display the procedure to 
the students. Each student is allowed to take turns in the available computers in an approximate 4 students to 1 PC-
rotation order. The course content, objectives of the guided lab (Denial of Service Lab only) and the step-by-step 
procedure are listed in subsections 2.1, 2.2, and 2.3 respectively. 
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 Finally, the students are assessed at the end of the course. The assessment comprises written and hands-on 
examinations. The hands-on assessment was structured in such a way that the students must meet the full objectives 
of the lab to get full marks. In the case of the DoS hands-on, the grading of the lab assessment was carried out in a 
progressive manner in line with the objectives of the lab. This is achieved thus: Completing steps 1 and 2 in the guided 
lab itemized in section 2.3 gives a student 30 marks (that is 15 marks each), completing steps 3 and 4 gives 20 marks 
(that is ten marks each), steps 5 and 6 gives 20 marks ( 10 marks each), and steps 7 gives ten marks. This gives 100 
marks to a student that successfully completes all steps in section 2.3 during the assessment. The general weighting 
for the course assessment is 30% for Continuous Assessment (CA), where the hands-on carries a huge chunk and 70% 
for the final written exam. 

Course Content 
Table 2 shows the general course content taught for the course 

Table 2. Course content 

1. Week 2. Hours Topics to cover 
3. 1 4. 2 5. Introduction of Concepts (network and host security concepts and mechanisms, 

vulnerabilities, Threats, Risks, Damage, Exploits, Countermeasures, etc.) 
6. 2 7. 2 8. Introduction to Hacking (: footprinting, Enumeration, Reconnaissance, Fingerprinting, 

Scanning, etc 
9. 3 10. 2 11. Hacking: software tools and Exploits 
12. 4 13. 2 14. Hacking: software tools and countermeasures 
15. 5 16. 2 17. Denial of Service Attacks: Concepts and Principles 
18. 6 19. 2 20. Denial of Service Attacks; Exploits and software tools 
21. 7 22. 2 23. Denial of Service Attacks; Countermeasures and software tools 
24. 8 25. 2 26. Mid-semester Assessment (CA1) 
27. 9 28. 2 29. Man in the middle attacks: concepts and principles 
30. 10 31. 2 32. Man in the middle attacks: Exploits and Software Tools 
33. 11 34. 2 35. Man in the middle attacks: Countermeasures and Software Tools 
36. 12 37. 2 38. Introduction to Malware: Attacks and Countermeasures 
39. 13 40. 2 41. Revision 
42. 14 43. 2 44. Final assessment  

DoS Course Content 
DoS course content taught for the demonstration is listed below: 

• Denial of Service Attacks: Concepts and Principles 
• Categories of DoS Attacks: DOS and Distributed DoS Attack  
• Variants of    DoS/DDoS Attacks:  Ping of Death Attack (also called ICMP flood attack), Smurf Attack, and      

SYN Attack (also TCP flooding) 
•  DoS/DDoS Attack Tools 
• DoS/DDoS Countermeasures 

Lab Objectives 
The objectives for the guided lab for the demonstrated DoS attack were listed as: 

• Students should be able to set up Target and Attack machines on their PC using Virtualization software. 
• Establish a Local network between the virtual machines installed on it.  
• Check for connectivity between the attack and target machines using the ping utility tool 
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• Confirm that the firewall is active or inactive in the target machine 
• Enable and disable the firewall on the target machine (the objective is to know how and why, and it is carried 

out from the target itself) 
• Carry out port scanning using Nmap or HPing3 tools 
• Use the Hping3 tool to carry out DoS Attacks as described in the theoretical part of the course 
• Verify the effectiveness of the attack by using the WXP system Performance Monitoring Utility 
• Write a report on the Lab practice. 

Procedure for Guided Lab 
We followed the under-listed steps to demonstrate the DoS attack. The lab practice was structured to help students 
better understand the concepts learned in the theory part of the course, including techniques. Hackers use to carry out 
DoS attacks so they can better defend against them.  

 

Windows XP(VM1) Kali Linux (VM2) 

  

Figure 3. Determining the IP address of the VMs 

 

• Set up two Visual Machines on your system. Kali Linux and Windows XP (WXP). 
• Configure the machines as shown in Figure 2 for Kali and WXP, respectively 
• Open each device on separate windows and get the IP address by typing the command ipconfig for WXP and 

ifconfig for Kali. This is shown in Figure 3.   
• Ping each machine from the command line and terminal using ping <IP address> to ensure they are connected 

and can communicate with each other: Figure 4 illustrates the step.  
• Turn on and off the WXP firewall and selected ports and see the effect on pinging the target machine 
• Scan the target machine (WXP) using Nmap. Carry out OS enumeration to detect open ports/ other 

vulnerabilities. Figure 5 illustrates this step. 
• To be able to monitor the effectiveness of the DoS attack, turn on the system performance monitoring utility 

in the target machine. The performance of the system before the attack is noted in Figure 6.  
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 Windows XP(VM1) :pinging Kali Kali Linux (VM2):pinging WXP 

  

Figure 4. Determining the connection of the VMs 

 

 
Figure 5. Scanning the target VM using Nmap 
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Figure 6. System performance of WXP before an attack 

 

• Next, attack the target machine, using the free Hping3 tool taking advantage of the open port 139 and 
randomizing source IP to evade detection.  Flood the target with 20,000 packets, as shown in Figure 7.  

 

 
Figure 7. DoS attack on target VM 

 

• Confirm the effectiveness of the attack using the system performance monitoring utility of WXP. The 
performance utility shows a spike in CPU usage to an average of 99% as against 28% before the attack. This 
shows the attack is effective. Figure 8 illustrates this. 
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Figure 8. System performance of WXP after attack 

Results and Analysis 
Here we combine feedback from students’ performance in the term examinations and participating students’ opinions 
of the demonstration to determine the effectiveness of the approach (James et al, 2020) . In our case, we do not have 
records of   students who took this course previously as this is the first set of students enrolled in the university. instead, 
we use records from previous courses taken by the same students in the previous two consecutive semesters and records 
of two related courses taken by the same set of students at the current level to determine the effectiveness of our 
method. 

Result from Assessment  
Table 3 displays the performance of the same students in the current course, CYB213, compared with their 
performances in previous introductory courses in Cyber Security. The earlier courses had zero hands-on sessions.  

Table 3. Student performance compared over three semesters 

Score range CYB213 
(3rd semester) 

CYB121 
(2nd semester) 

CYB111 
(1st semester) 

0--39 (fail) 10.3% 20% 30.9% 
40-49 (Fair) 30.8% 28.9% 30.9% 
50---59(Good) 10.3% 17.8% 16.7% 
60--69(Very Good) 
 

10.3% 15.6% 11.9% 

70--100 (excellent) 38.5% 17.8%g 9.5% 

In addition, Table 4 compares the students' performance in related courses in the same semester. The other two courses 
had zero hands-on sessions. 

Table 4. Student performance in CYB213 compared with their performance in  two related courses in the same 
semester 

Score range CYB213 CYB 212 CYB 211 

0--39 (fail) 10.3% 28.6 17.9 

40-49 (Fair) 30.8% 28.6 28.9 

50---59(Good) 10.3% 15.6 10.3 
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61--69(Very Good) 10.3% 10.4 15.4 

70--100 (excellent) 38.5% 15.6 28.9 

Analysis of Results 
In the case of the progression of the students from earlier semesters to the current semester where the hands-on 
exercises are implemented, there is observable improvement in the performance of the students, as can be seen from 
Table 3. In studying the raw scores for the students for all three semesters, it was observed that a few students 
progressed from the failure range (0-39%), where they had remained in the two previous semesters, to a lower fair 
coverage (40-49%). Also, those who previously were in the fair, good (50-59%), and very good (60-69%) ranges in 
both previous semesters had better performance in the third-semester course where the hands-on was used for teaching. 
Overall, there was an upward migration of students in terms of performance in the hands-on course as against previous 
semester courses where no hands-on exercises took place. However, it was noted that some students remained stagnant 
in all three semesters. For those that remained in the failure group in all three semesters it was observed by the 
instructors to be students who consistently missed classes. 

In the second case, where the performance of the students that took the hands-on supported course was compared with 
their performance in courses taken at the same level but had no practical augmentation, it was observed that the students 
performed better with the course with the hands-on than with those without hands-on. Like with the cases when the 
comparison was with the courses taken in the earlier semester that had no hands-on augmentation, there was marked 
upward migration in the performance of students as shown in Table 4.  

We observed that the improvement in performance was because of better interest in the course and better 
comprehension by students as in the case of James et al. (2020) due to the approach implemented. This was confirmed 
by the students’ responses to questions asked in interviews carried out to determine their satisfaction levels with the 
approach. The responses of students are considered in the next section.  

Feedback from Students 
Participating students were interviewed to elicit their views on the effectiveness of the demonstration. Figure 8 displays 
the questions asked and the response from one student typical to most of the students.  

In response to questions 1 and 2, many students interviewed praised the effort of the instructors in putting together the 
practice sessions. Most of the students claimed that the hands-on lab helped them better understand the principles 
taught in the theoretical part of the course and that the manner of presenting the course made the teaching an enjoyable 
experience. This, they claimed, made them focus better while the demonstration continued.  

On the challenges encountered during the course, as solicited from question 3, students mostly complained that the 
approach was rigorous and slow. The limited number of PC for the demonstration was the major contributing reason 
for the above challenge. Also, during the lab assessment, the students had to spend less than ten minutes each to 
complete their assessment. In some cases, a lack of familiarity with the assigned system hindered some students’ 
performance. Power and poor power fittings also affected the efficiency of the demonstration. In some lecture periods, 
classes had to be shifted to a more conducive environment due to poor facilities. This greatly reduced the time-on 
system for many students. 

One notable response by a student to question 3 was that ‘Practical for now is still on the superficial level and could 
use more time and dedication. It’s like learning a new programming language, and it takes more self-practice than 
class-based work.’  We believe the student was concerned about the limited time frame for the practice sessions as a 
result of the limited PCs and time for each student to take turns. Some of the students collaborated with this as they 
complained of their lack of satisfaction in watching others use the system in most of the practice time than they had 
time to use the system themselves. Again, this is not new, as researchers have identified this challenge as common 
with using student systems for lab exercises. 

On ways to improve the approach as solicited from question 4, most of the students wanted the university to provide 
the PCs. We thought this was due to the challenge of sharing available systems rather than the problem of lack of 
familiarity with borrowed systems since none of the students directly hinted at a lack of understanding being an issue. 
One student suggests that more time be given to each student for practice and that a projector be provided in place of 
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the television. This we believe is due to the limited size of the available 32-inch TV used for the demonstration.  We 
observed that students had to sit very close to the TV set for a better view of the procedure. This caused some crowding 
in areas of the class, resulting in further discomfort for the students.  

 

Table 8. Typical Student interview response 

SN Question Free flow response (not yes and no, please) 

1 What’s your general opinion of 
the Practical in CYB213? 

In my own opinion, CYB213 was the only course I understood 
at least 99% of this semester. 

2 Do you think it assisted you in 
understanding the course better? 
No, yes, and no response, please. 
State your reasons as briefly as 
you can. 

Of course, yes, the practical helped a lot in understanding the 
course. If I were to be asked, I feel Cyber security as a whole 
is a practical course. It’s not something we come to and always 
take notes on because we’re dealing with real-world activities, 
unlike other classes. 

3 Identify the challenges you 
personally encountered with the 
practical 

Personal challenges during the course were mainly the 
availability of good and enough laptops. I believe this should 
be a general problem as well because this made assimilation 
and the classes as well very slow. Also, it is better to operate it 
myself than look at someone else’s laptop. That way, I can get 
to identify some problems while I do it than watching someone 
else do it and assume I can perform it myself. 

4 Suggest ways you think we can 
improve the practical session 

The ways I can identify is to improve facilities for practical 
sessions. Saying this I don’t mean just laptops, it dies down to 
the hall we make use of too, it is ideal we have at least a big 
computer lab with constant electricity, powerful laptops and if 
possible, a big screen where the lecturer can project his own 
system. This would help faster learning for those who don’t 
have their laptops and those who have theirs but aren’t 
following due to laptop issues or related problems. 

5 Do you think it is possible to 
teach practical this way when 
facilities are not available?  

It is possible for practical to be taught this way without 
facilities, but it’s not close to being the best, looking at what I 
have listed above. So, it could be a lot better and help in faster 
assimilation when good enough facilities are provided. 

Finally, the majority seemed undecided on whether it was possible to teach a practical approach if no Facility was 
made available. Some students were happy for what was available but wanted something better. One student put it this 
way, ‘when facilities are not available, it would be slightly difficult’ another student thought that ‘it could make the 
institution not to get better infrastructure...’and did not want that to happen. One said, ‘it could only be acceptable if 
all students had their own PC’ One student was philosophical in his response, claiming that half dough (of bread) is 
better than none; it’s better to have this kind of hands-on practice, than nothing at all. In fact, most of the student 
requested that more of their courses be designed and presented in a similar manner, despite the challenges encountered 
during the hands-on sessions. 

We suspect that the exposure of the approach gave the students ideas of the immense benefits of hands-on in learning 
and they simply desired more. A student’s response to question 3 emphasizes this point, ‘...the practical helped a lot 
in understanding the course. If I were to be asked, I feel Cyber security is a practical course, it’s not something we 
come and always take notes because we’re dealing with real world activities unlike other courses. 
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Conclusion 

In this paper, our aim was to demonstrate the effectiveness of using VT in situations where new institutions, specifically 
found in sub Saharan Africa, had zero or minimal IT lab infrastructure available for teaching IT-based courses such as 
Cyber Security courses.  Previous works where mostly based on the availability of Virtual Host infrastructure , 
availability of institutional PCs with supporting IT infrastructure or  financial capacity to implement some novel 
solutions to a discovered challenge. We proposed  an ad hoc, mobile VT lab, introducing a simple but important 
modification to approaches based on the use of student PC. 

We evaluated the  the effectiveness of our approach  by combining two yardsticks: 1.  comparing the  results of  
assessments on students who participated in our demonstration with results they obtained in similar course they took 
that did not follow the approach  and 2. the response of participating students to questions in interviews  designed to 
solicit their level of  satisfaction with our approach. 

Our results show that students who took part in our approach had better performance in our course than in other courses, 
that lacked hands-on augmentations, that they also participated in. There was  significant upward movement of students 
from lower score ranges to higher ones. As much as 10% of students who had previously remained in the failed range 
migrated to the lower pass levels. Similarly, about 10% of  students  where observed to have moved from the good and 
very good score range of 50-59% and 60-69%, in previous semesters and in courses that had no hands-on,  to the 
excellent range of 70%-100% in the course where our approach was implemented.  

The improved performance in assessments and the high levels of satisfaction of the students that participated in our 
course,  suggests that the students had better understanding and where better focused and interested as against courses 
that did not have hands-on augmentations.  We conclude here that the significant improvement in performance by 
students in our  course over related courses they took that had no hands-on practices, was a confirmation that, “ having 
well designed hands-on practical experiences improves understanding and retention of theoretical content.” This is an 
indication that our approach is effective and that using VT technology in our described setting is   not only feasible but 
an enjoyable experience for teachers and students. 
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